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Abstract. Self-Sovereign Identity (SSI) is a privacy-preserving identity
paradigm where users own and manage their digital identities. SSI is also
referred to as blockchain identity, as it is commonly implemented using
distributed ledger technologies. In this work, we describe the problem of
schema matching on blockchain-based SSI implementations, systemati-
cally review the literature for tools that attack this problem, introduce
a novel solution, and empirically compare it with the works reported
from our literature review. Our solution uses pre-trained word vectors
to find semantic similarities between user queries and schemas on the
blockchain. Experimental evaluation shows that it outperforms existing
solutions regarding queries that approach natural language.

Keywords: Self-Sovereign Identity - SSI - Blockchain * Schema
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1 Introduction

Privacy is perhaps the biggest concern that people have when using electronic
services on the Web. Ensuring that information is securely transferred, stored,
and processed by Service Providers (SPs) are complex problems that have been
studied for decades by computer scientists. In this context, manipulating per-
sonal data is critical and requires even more care, as it can cause irreparable
damage to their owners if unduly revealed or altered. To this end, a new iden-
tity management model named Self-Sovereign Identity (SSI) [2] was introduced
based on the idea of reducing the presence of Identity Providers (IdPs) by having
users storing and managing their data. This new identity model is also called
blockchain identity as it is commonly implemented using distributed ledger tech-
nologies [10]. The use of blockchain provides high availability, immutability, and
no centralized authoritarian control for identity.
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The objective of this work is to study the problem of matching metadata
on blockchain-based SSI systems. Generally, a blockchain stores transactions
describing new users joining the network, metadata' describing how users should
organize their data to be exchanged with others, among other operations.

As a study case, we adopt Sovrin [18], one of the first SSI offerings made
available to the general public and perhaps the most studied [10,11,14]. However,
for the use of Sovrin, there are some challenges. The main one is related to the
monetary cost. It happens that most transactions are free, but some have a
monetary cost to be handled. Registering a new block describing a new schema
is currently the most expensive, costing 50 USD [19]. Therefore, reusing existing
schemas reduces the capital expenditure of users. Figure 1 presents the sequence
of actions in a toy example where a Human Resources (HR) company joins
the ledger and publicizes that it wants to receive Curriculum Vitae (CV) in a
specific format. Due to the blockchain’s structure, where one block is placed after
another, searching if similar metadata was published in the ledger is not a trivial
task. One would have to go through all the blocks and inspect their contents.
Manually matching schemas is not only time-consuming but also error-prone.

[ An HR company joins the Sovrin network ]

[ The company wants to receive CV from candidates ]

v

[ It needs to specify how CVs should be formatted ]

s there any
schema like CV on
the ledger?

Publish a new schema
and pay 50 USD

Yes v

[Publish a new transaction pointing to the existing schema]

Fig. 1. Action flowchart of an HR company from joining the Sovrin network to pub-
lishing a schema that describes how candidates should format their CV.

Our contribution in this work is two-fold: (i) systematically review the
blockchain-based SSI scientific literature to identify and investigate which
research materials have been published that present any proposal, technique,
or tool for retrieving metadata from blockchain-based identity solutions; and
(ii) based on the analysis of these existing proposals, we introduced a novel
tool to perform metadata matching on Sovrin that outperforms existing solu-
tions by finding semantic similarities between user queries and schemas on the
blockchain. Additionally, it can be easily expanded to other blockchain-based
SSI systems. The rest of this paper is organized as follows. In Sect. 2 we provide
the fundamentals of SST needed to follow this study. Next, in Sect. 3 we detail the

! The terms metadata and schemas are used interchangeably in this paper.



Matching Metadata on Blockchain for Self-Sovereign Identity 423

systematic literature review, while in Sect. 4 we describe our proposed solution,
and Sect.5 presents some experiments carried out with our proposal showing
that it outperforms current solutions. Finally, in Sect.6 our final observations
are made.

2 Self-Sovereign Identity

Perhaps the most naive and straightforward way to authenticate users of elec-
tronic services on the Web is to register and establish access credentials for each
service. In this model, each SP has its own private identity system. Therefore,
users have the arduous task of accessing a new service, registering, and defining
their access credentials. In this model, the user is responsible for memorizing
their access credentials for each of the services. This model is suitable when
users use a few services. However, if the number of services is high, users tend to
reuse their credentials, posing security challenges [7]. Likewise, the greater the
number of services, the greater the user’s inability to keep track of their sensitive
data. In this scenario, users tend to forget which services keep their data. If data
leaks, it is challenging to know which SP was responsible for the problem.

One way to minimize these difficulties, inherent to the one identity per service
model, is using a specialized service, where identity management tasks, such as
registration and authentication, are performed by an IdP [8]. In this model, users
are no longer registered with SPs. Thus, whenever a user needs to authenticate
to a service, the SP redirects to their identity provider. Once the user’s IdP
authenticates it, the SP is communicated that the user is whom they claim to
be [16]. From a user perspective, having just one username and password for
all SPs dramatically reduces the risk of incorrectly managing access credentials
and improves security. However, the IdP-based model creates silos of personal
information, which are high-value assets for attackers.

In practice, however, it is common to have many identity providers. Users reg-
ister with one or more of these providers, those they trust. When the number of
identity providers increases, it is reasonable to organize them in a federation [4].
This federation, using some “where are you from” scheme, allows the user to
be associated with an IdP, which the SP accepts. So, instead of having multiple
options for IdPs in service, there would be only one link to the federation.

The manipulation of private and sensitive user data by IdPs can raise pri-
vacy issues. Recently, the possibility of users keeping their identity with them-
selves has been discussed [10]. In this model, the user holds credentials with its
attributes issued by the IdPs it is associated with. Although the user can be its
own IdP, SPs might not trust self-issued credentials. Nonetheless, credentials are
said to be anonymous [3], as they are not directly shared with SPs. Instead, the
user presents mathematical proofs regarding the data contained in credentials,
such as being older than 18 years old, along with proof that the IdP did not
revoke this credential. This model is known as Self-Sovereign Identity (SSI) [2].

The advantages of SSI are manifold. We list a few: (i) users are not tracked
by IdPs, because SPs do not contact IdPs to get users’ data; (ii) users have total
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control of their data, revealing only the minimum necessary to those who wish,
thus helping to avoid that their sensitive information is misused or sold; and (iii)
multiple self-sovereign digital identities can be created, allowing the use of one
identity for each transaction, anonymizing the owner of these identities.

Most SSI systems are implemented using distributed ledger technology (i.e.
blockchains) because of their immutability and fault tolerance [10,14]. As data
stored in a blockchain cannot be changed, credentials or other critical informa-
tion are usually not saved on-chain. What goes on the ledger are revocation reg-
istries (or pointers to the registries), end-points for communication, and schemas
describing what information each type of credential has [18]. The latter is the
subject of this research. Effectively searching and finding registered schemas
to reuse them in new credential formats results in not needing to register new
schemas, which is the most expensive kind of operation on Sovrin [19].

3 Systematic Literature Review

The main idea of secondary studies is to follow a systematic method to gather
evidence and answer specific research questions [9]. In this paper, we conduct a
Systematic Literature Review (SLR) to discover the state of the art regarding
searching schemas on blockchain-based SSI.

3.1 Research Method

The review protocol we followed has five steps [9]: (i) research questions defini-
tion; (ii) search strategy for primary studies; (iii) definition of inclusion criteria;
(iv) classification of the papers; and (v) data extraction.

To accomplish the first step, we follow the suggestion of Petticrew and
Roberts [15] and adopt the PICOC (Population, Intervention, Comparison, Out-
come, Context) guideline to construct the research question. Population refers
to a set of elements that we are investigating, blockchain. Intervention refers to
the element that addresses the study, schema matching. Comparison seeks to
compare the intervention with some element, which is not used in this study.
Outcome describes the obtained results, including a practice point of view of
them. Our study uses the terms technique, technology, strategy, method, app-
roach, and solution. Finally, contezt is the context in which the comparison takes
place, self-sovereign identity. As a consequence of the PICOC guideline, we define
the research question guiding this SLR as follows.

Which techniques and technologies were used to search or match schema in
blockchain-based self-sovereign identity solutions?

Next, our search strategy consists of using the terms defined in the PICOC
guideline in addition to synonyms to create the search string. It is important to
note that when running the search string, we noticed that the terms referring to
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the outcomes reduced considerably the number of papers returned by the search
libraries. Therefore, we omitted the outcome terms to increase the number of
papers. The final search string is presented below.

(blockchain OR ledger)

AND

(ontology OR retrieve OR matching OR. similarity OR crosswalk OR mapping)
AND

(self-sovereign OR self-sovereignty OR self sovereign OR self-sovereignty OR. decen-
tralized identity OR decentralised identity OR distributed identity)

The third step is to define a set of inclusion criteria. These criteria aim to
select research studies that fit the research question. In this SLR, we defined
three inclusion criteria: (i) ICI: articles written in English; (ii) IC2: articles
that necessarily have a title and abstract; and (iii) IC3: articles that propose a
technique to search or match schemas in blockchain-based identity management
solutions. Papers should meet all IC to be selected for data extraction.

The fourth step, namely the classification of papers, was not performed as
any article that meets all IC has equal value in this SLR. Lastly, the data extrac-
tion step consisted of reading the selected papers and identifying: (i) what algo-
rithm/technique/technology was used to carry out the schema matching; and
(ii) if the proposed solution is an algorithm, tool, framework, or other.

3.2 Execution

We conducted our search string on ACM Digital Library, Engineering Village,
IEEE Xplore, ScienceDirect, Scopus, and SpringerLink on March 28, 2021, and
retrieved a total of 34 primary studies. All the libraries were configured to execute
the search string considering only the metadata fields (i.e. title, keywords, and
abstract). However, in the ACM library, we had to run the search string only
on the abstract field, and in Science Direct, we searched on the entire paper.
In the second stage, we identified and removed 11 duplicated articles. Next, our
IC were applied. As a result, IC1 removed no paper, IC2 removed four books
of proceedings. Finally, we read all the 19 papers’ metadata (i.e. keyword, title,
and abstract) and applied IC3, which discarded 18 articles.

The remaining paper was read and analysed [12]. Then, to increase the scope
of our SLR, a snowballing process was carried. We reviewed its references (back-
ward snowballing) and other articles that cited it (forward snowballing) to iden-
tify other potential primary studies. Fifty-five references were reviewed in the
backward and forward snowballing. Two new works [17,21] were included in our
set of final results. Figure 2 depicts the execution of our SLR protocol.

3.3 Report

With regards to the research question driving this SLR, our findings are summa-
rized in Table 1. It lists the tools systematically discovered and what technologies
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Query databases Remove duplicates Snowballing

3

( ACM Digital Library

[ IEEE Xplore

[ Engineering Village

ScienceDirect

Scopus

[ SpringerLink

Fig. 2. Number of articles in each stage of the execution of our protocol.

were used to search for information in the blockchain. Furthermore, we included
our tool in the last row for comparison and detailed it in the next section. Next,
we report the three tools found in this SLR.

Table 1. Comparison of the works found in our SLR and this work.

‘Work Technique Proposal | Search technology
[12] Full-text Search | Tool Apache Solr

[17] Full-text Search | Tool Elasticsearch

[21] Basic Search [12] | Tool Apache Solr

This work | Semantic Search | Tool spaCy

The authors of [12] proposed a tool to perform a full-text search on Hyper-
ledger Indy, which is the blockchain technology underlying Sovrin. This tool
performs schema matching based on textual input. It stores a local copy of the
ledger on a database and integrates it with Apache Solr? to do the matching.

Next, the authors of [17] proposed a tool, named Indyscan, that stores the
transactions on a local database and uses Elasticsearch? to search for information
on the Sovrin ledger based on user-inputted search terms. According to [12],
Indyscan uses MongoDB for storing the blockchain’s transactions. Moreover, an
HTTP API wrapper was developed to display the ledger transactions as HTML
pages and allow users to execute the searches.

Finally, the last work found in our SLR [21] also implemented an HTTP API
to display and search for transactions on the Sovrin ledger. According to [12],
this application performs a “basic search”. For instance, when searching for a
transaction with a person’s name, which is the case of the first transaction of

2 https://solr.apache.org/.
3 https://www.elastic.co/.
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the ledger, any changed letter failed to find it. This tool also uses Apache Solr to
perform the searches, and the transactions are stored in a PostgreSQL database.

4 Semantic-Based Schema Matching

In this section, we describe our proposed solution to the problem of matching
schemas in blockchain-based SSI. We use as a study case the Sovrin ledger,
which is the first publicly available SSI system [18,20]. The Sovrin ledger is
a public-permissioned blockchain where only registered members can write to
it, i.e., create digital identities, and declare credential formats, but anyone can
download and read them [20].

Following the design principles introduced by the authors of [12], which
pointed out that sending requests to an online ledger for every system query
could impact the performance of the system, we maintain a local copy of the
ledger to perform schema matching. As of April of 2021, there are almost 60
thousand transactions registered in the Sovrin ledger. However, only 149 of these
are transactions that register new schemas. Therefore, our prototype’s persistent
storage has less than 100 kilobytes, as only transactions registering schema are
persisted. To ensure that the local storage is up-to-date, a pooling service was
created and is executed at a constant interval.

Our approach to attack the schema matching problem consists of using a
natural language processing tool named spaCy [6]. Through the usage of pre-
trained word-vectors [13], semantic similarities between user-inputted terms and
existing schemas in the blockchain can be calculated. For instance, a pre-trained
word-vector of the English language is likely to find a high similarity between
the terms surname and last name. This sort of matching enables our solution to
find similar schemas with high accuracy. We used spaCy because it outperforms
other offerings [1] and has detailed documentation and active development [6].

Figure 3 shows an overview of our solution. Users can query existing schemas
by inputting either natural language queries or presenting schemas formatted in
JSON, as represented in Fig. 3 by the queries of Alice and Bob to the Command
Line Interface (CLI). Both the pooling service and CLI are built using Python 3
and embedded into Docker containers. The transactions are stored in an instance
of RocksDB, a persistent key-value store optimized for low latency queries [5].
Our implementation is open-source and publicly available?.

For every query made to the CLI, the three most similar schemas are returned
by default along with their score of similarity (calculated by spaCy) and trans-
action number as referenced in the Sovrin ledger. Two examples are provided:
(i) the output of the query “money” is shown in Table2; and (ii) the results for
the JSON-formatted query ["student", "university", "degree"] is shown
in Table 3. These two concrete examples help illustrate the usefulness of seman-
tic search. On the results of the former query, the term money is only present
in the first result, which is the only schema in the ledger at this point to have

4 https://github.com/fredericoschardong /sovrin-schema-matching/.
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Fig. 3. An overview of the proposed solution. The CLI and the pooling service are
written in Python 3, where blue parallelograms represent the modules. On the CLI, a
green parallelogram shows the pre-trained model of the English language made available
by spaCy. The purple parallelograms of the pooling service (DID, wallet, etc.) represent
Sovrin-related components.

Pooling Service

asyncio DID
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this term. Nonetheless, the other two schemas have related terms such as loan
amount, interest rate, credit score, total deposits, and others. Regard-
ing the results of the latter query, the first and second schemas have the same
score as they are composed of the same terms but arranged in a different order.
None of the returned schemas have the terms student or university, but all
of them have degree and other fields related to education such as institution
and GPA.

Table 2. Results for the query “money”

Score | Trans. # | Schema values

0.595 | 59556 State, Listing Agent, Lot Number, Buyer First Name,
Contract Signed Date, Purchase Price, Postal code,
Buyer Last Name, Subidivision, City, Street Address,
Buyer Agent, Estimated Completion date, Model Name,
Earnest Money

0.590 | 59555 Application Status, Loan Number, Loan Amount, Date
of Approval, First Name, Subdivision, Lot Number,
Last Name, Earliest Closing Date, Loan Term in
Months, APR, Interest Rate, Lender Name

0.569 | 59551 Credit Score, Account Type, Institution Name, DOB,
Total Deposits, SWIFT BIC, IBAN, Last Name, First
Name, Statement Period, Average Montly Balance Last
12 months, Total Withrawwals, Account Number
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Table 3. Results for the query ["student","university","degree"]

Score | Trans. # | Schema values

0.660 | 54788 degree, last_name, axuall_proof_id, institution,
status, year, first_name

0.660 | 54802 first name, institution, axuall_proof_id, last_name,
degree, year, status

0.620 | 33627 DEMO-GPA, DEMO-Major, DEMO-Degree, DEMO-College
Name, DEMO-Student Name

5 Empirical Evaluation

In this section, we describe the method developed to conduct experiments and
compare our tool with the solutions found on the SLR, then report the results
of its execution and conduct a performance analysis.

5.1 Experiment Plan

We have defined three schema matching queries to evaluate our proposed solution
and how it compares to the tools in the literature. For each query, a set of correct
schemas, i.e. schemas that the evaluated technique should return, were manually
selected by the fourth author and revised by the first author.

The first query is “address”, and the 32 schemas that contain the terms
address, country, state, street, zip, or city were manually selected. Next,
the second query is “first name”. The correct results are the 67 schemas that
include first name, given name, member name, full name, or student name.
The reasoning behind these two queries is to evaluate how our solution compares
to the existing literature with regards to straightforward queries that might not
gain significant advantage using a semantically aware search algorithm. On the
other hand, our third query is “company job”, and aims to evaluate the gains
of performing semantic-aware searches. Correct results included the 23 schemas
with any of those two terms or organization, employer, department, role,
contract, or payment. All manually selected schemas were not chosen a priori,
but rather during the selection of correct schemas on May 16, 2021.

To measure and compare the performance of our tool with the related work
regarding those three queries, we have used the f-score, which is the harmonic
mean of precision and recall. A confusion matrix for each query and tool was
created to calculate those measurements, where the gold standard is the correct
schema matching following our manual selection. Regarding our tool, only the
results with a score greater than 0.6 were considered schema predictions.

5.2 Experimental Evaluation

The experimental evaluation happened on May 16, 2021, when the Sovrin ledger
had 149 schemas. We ran the three queries on [17] and [21] through their publicly
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accessible websites and in our tool. It was not possible to empirically evaluate
the work of Lux et al. [12] as their solution is not publicly available.

Having the correct and incorrect classification of each tool, we used sklearn’s
classification_report® to assemble the confusion matrices, which are omitted
for brevity, and to calculate the f-score. The measurements are made for the
two prediction classes: correct and incorrect prediction of schemas, respectively
abbreviated to True and False. Table4 presents the f-score for each class and
their average, along with the support, which is the absolute value of schemas in
the True and False classes.

Table 4. The number of correct and incorrect schemas based on our manual selection
(support) and the f-score of predictions.

Query Technique | Support f-score
True | False | True | False | Avg.
“address” [12] 36 |112 |- - -
[21] 0.65 {0.92 |0.79
[17] 0.46 {0.90 |0.68
This work 0.29 1 0.84 |0.56
“first name” [12] 67 |81 - - -
[21] 0.66  0.83 | 0.74
[17] 0.48 |0.78 |0.63
This work 0.76 {0.84 |0.80
“company job” | [12] 23 125 |- - -
[21] 0.00 {0.92 | 0.46
[17] 0.00 {0.92 |0.46
This work 0.55 10.94 |0.74

The existing tools produced better results (i.e. higher f-score) for the single-
word query “address”. Our solution returned few and incorrect predictions,
which resulted in a low f-score of 0.29 for the True class. However, with regards
to the query “first name”, in which many of the correct schemas do not have the
terms first and name, our tool had a precision of 0.88 and recall of 0.67, thus
resulting in an f-score of 0.76 for the True class, surpassing the other offerings.
Moreover, the advantage of our solution is evidenced in the last query, “com-
pany job”, in which the other solutions were unable to predict a single schema
correctly. That happened because no schema has the two terms company and
job.

5 https://scikit-learn.org/stable/modules/generated /sklearn.metrics.
classification_report.html.
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5.3 Performance

In addition to the production-ready ledger called live, which currently has 149
schemas, Sovrin also offers two ledgers for development, builder and sandbox,
which currently have, respectively, 875 and 34543 schemas. We evaluated the per-
formance of our solution on the three ledgers running different amounts of queries
and measuring how long they took on commodity hardware. Figure 4 shows how
long, on average, each test took. In total, 11 tests composed of [2°, 21,22, ..., 210]
unique two-term queries were performed for each ledger. Although the running
time of our tool has scaled linearly with the number of schemas on a ledger, it
executed 10 queries per second on live and 4 on builder but took 20s to run
one query on sandboz. Therefore, we conclude that it has adequate performance
for the short and middle-term future. Many improvements can be made, for
instance, to use multi-threading on a CPU level or to use a Graphics Processing
Unit (GPU).

100000 g . . .
10000 x g
3 x *
S 1000 £ " x b
o * X
2 100 [ § « * - y x N
2 10 }* x X + ’ ]
= « j + live +
1¢ x X + builder —x
0.1 j + ) ) sandbox * )
T 10 100 1000

Size (queries)

Fig. 4. The performance of our semantically-aware schema matching tool.

6 Conclusion and Future Works

In this study, we investigated the problem of searching metadata in blockchain-
based SSI. An SLR was conducted to identify the research materials that have
been published considering this issue. Moreover, we proposed a novel tool to find
similar schemas in this context. As a study case, our tool performs searches on the
Sovrin [18] ledger, a publicly available blockchain-based SSI system. Nonetheless,
it can be easily expanded to other SSI systems. We have conducted three exper-
iments to measure and compare the proposed solution with the works found in
the literature and a performance analysis regarding its scalability.

The experimental results show that it outperforms the existing works in
scenarios where the query approaches natural language, which benefits non-
specialists, thus popularizing SSI. Both the research method adopted in our SLR
and experiments can be reused in future studies. In this sense, we intend to con-
tinue this research and: (i) experiment with a more extensive set of queries; (ii)
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evaluate how different pre-trained word-vectors impact the result; and (iii) add
pre-trained word vectors of different languages to capture schemas in languages
other than English.
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