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A B S T R A C T

The emergence of Network Functions Virtualisation (NFV) is drastically reshaping the arrangement of network
functions. Instead of being built on dedicated hardware (network appliances), network functions are now
implemented as software components that run on top of general purpose hardware through virtualisation,
namely virtualised network functions (VNFs). From this paradigm-shifting technology arise two problems:
(i) how to place VNFs in an NFV-enabled network; and (ii) how to chain these VNFs. These problems are
jointly referred to as the VNF forwarding graph embedding (VNF-FGE) problem. Having efficient solutions
to the VNF-FGE problem is key to the success of NFV because placing and chaining VNFs automatically and
efficiently reduces network and computing resources, thus reducing capital expenditure (CAPEX) and operating
expenditure (OPEX). In this work, we systematically review the literature on the VNF-FGE problem. We present
a novel taxonomy for the classification and study of proposed solutions to this problem. Research challenges
that remain unaddressed are also discussed, providing recommendations for future work.
1. Introduction

Network Functions Virtualisation (NFV) [1] has been proposed as
an alternative to traditional service provisioning in the telecommuni-
cations industry. NFV decouples software from hardware, thus enabling
their independent evolution. Moreover, this brings further flexibility
to the network because it allows virtualised network functions (VNFs)
and their interconnections, which are represented as a graph – namely,
a VNF forwarding graph (VNF-FG) [2] – to be deployed on demand,
anywhere in the network topology. Therefore, NFV allows network
operators to have fine-grained control over the network using resources
that match the actual traffic [2].

Decisions must be made before the actual deployment of VNFs in
the network infrastructure, which are associated with two key prob-
lems addressed by existing approaches in the context of NFV resource
allocation. First, the placement problem [3] consists of the specification
of where to deploy a VNF or a set of VNFs. Second, based on the
VNF locations, the physical path through which VNFs will communicate
must be specified, taking into account specific ordering requirements.
For example, external traffic may have to go through a layer of two
firewalls to discard unwanted protocols before it is sent to an IDS for
further inspection, to then reach application-level servers. The problem
of finding a physical path to connect VNFs is known as the chaining
problem [4]. The placement and chaining problems together comprise
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the VNF forwarding graph embedding (VNF-FGE) problem [5], which
receives as input a VNF-FG and deploys it in the physical network.

In order to ease the deployment of VNFs, substantial effort has been
made with the proposal of solutions to address the placement [6,7] or
chaining [8–10] problems, or both [11–13]. Such approaches rely on
different techniques and use varying inputs. Therefore, understanding
their similarities and differences is key to identify which approaches
are suitable to particular situations. We thus present in this paper a
comprehensive systematic literature review of existing methods that
aim to solve the placement or the chaining problems or, more generally,
the VNF-FGE problem. We used a systematic method to select covered
research work, which focused on the main conferences in the context
of computer networks and network management. Proposed solutions
to the VNF-FGE problem are classified in two main groups, offline
and online. Offline approaches solve the placement and/or chaining
problems by considering the network topology and one or more VNF-
FGs to be instantiated altogether, while online approaches also take into
account previously instantiated VNF-FGs, thus coping with demands
that arrive over time. We introduce proposed solutions within these two
groups and provide an in-depth analysis of their facets (or characteris-
tics), such as technique style and allocation objective. These and other
facets comprise a novel taxonomy, which is used to analyse, classify
vailable online 4 December 2020
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and compare proposed solutions covered in this systematic review and,
possibly, future approaches.

Our work complements existing surveys that focus on general as-
pects of NFV. Herrera and Botero [5] surveyed research efforts towards
NFV resource allocation, but did not investigate the more general VNF-
FGE problem in an extensive manner. Sousa et al. [14] examined NFV
orchestration and enabling technologies, but did not discuss the VNF-
FGE problem and its many facets with the same level of detail as
we do. Li and Chen [15] provided a historical perspective over NFV
applications, but did not focus on the problem of placement and chain-
ing of VNFs in the infrastructure. Furthermore, our systematic review
expands the discussion started in narrower surveys: (i) Li and Qian [16]
specifically surveyed NFV orchestration frameworks and broadly ex-
plained their placement strategies; (ii) Bhamare et al. [17] focused on
service function chaining of both SDN and NFV architectures, categoris-
ing and discussing approaches solely by their optimisation objective;
and (iii) Mijumbi et al. [18] broadly described NFV and its research
problems, briefly touching VNF-FGE. We, instead, focus specifically on
the VNF-FGE problem, providing an in-depth and systematic analysis of
pproaches targeting this problem through our novel taxonomy. The
ey differences between previous surveys and ours are summarised
n Table 1. Our systematic review and taxonomy are useful for both
esearchers who aim to propose future VNF-FGE approaches and prac-
itioners who aim to select suitable existing solutions to their network
nvironments.

Before analysing existing work, we provide a background on NFV
rchestration in Section 2 and describe our paper selection method and
eview methodology in Section 3. VNF-FGE approaches are analysed
rthogonally by facets in Section 4 and discussed in detail in Section 5.
ection 6 points out open challenges that still need to be addressed in
he context of VNF-FGE and, finally, Section 7 concludes our systematic
eview.

. Background on NFV

To provide a better understanding of the VNF-FGE problem, we
irst introduce in Section 2.1 an overview of the standard architectural
ramework proposed for NFV and then discuss the challenges associated
ith the orchestration of VNFs in Section 2.2.

.1. Overview of the NFV architectural framework

Network Functions Virtualisation (NFV) has received significant
ttention after the publication of a white paper authored by leading
elecommunications service providers (TSPs) in 2012 [1]. Soon after,
he European Telecommunications Standards Institute (ETSI) was ap-
ointed as the entity to host the Industry Specification Group for NFV
ETSI ISG NFV), which is responsible for developing NFV standards.
he NFV architecture specified by the ETSI is composed of two main
omponents [2,19]: (i)Virtualised Network Functions (VNFs); and (ii)
anagement and Orchestration (MANO).

The core of NFV is a set of deployed VNFs, which are functional
locks that belong to a network infrastructure and have a well-defined
ehaviour and external interfaces. A VNF is the virtualisation of a
etwork function (NF), which can be, e.g., a dynamic host configuration
rotocol (DHCP) server or a firewall. The functional behaviour of an NF
s usually independent of whether it is virtualised or not.

NFs are combined to form higher-level functions that represent end-
o-end services, or network services. According to ETSI, ‘‘a network
ervice (NS) is a forwarding graph of NFs interconnected supported by
he network infrastructure’’ [2]. NSs have nodes connected by virtual
inks and, in addition to NFs, can include nested NF forwarding graphs.

e illustrate an end-to-end NS in Fig. 1, provided by VNFs, which
ncludes a nested forwarding graph. A VNF forwarding graph (VNF-FG)
s a forwarding graph composed of virtualised NFs. Furthermore, VNF-
G and service function chain (SFC), which is an ordered set of service
2

Fig. 1. Forwarding graphs and the supporting infrastructure [2]. In this example, a
network service is served by two VNF-FGs, where the VNF-FG-2 is nested into the
VNF-FG-1. Ellipses denote NFVI-PoPs, bold lines represent physical links, dotted lines
represent virtual links and the mapping between VNFs and NFVI-PoPs is depicted
through vertical dashed arrows.

functions that compose an end-to-end service, are interchangeably used
in the NFV literature. This term was borrowed from the context of
software-defined networking (SDN). More recently, NFV and SDN have
been pointed out as the foundations of network slicing [20], a ver-
ticalisation technology that allows multiple slices (end-to-end logical
networks) to run on a shared physical network.

2.2. NFV orchestration

Although the functional behaviour in NFV is provided by the VNFs,
the MANO component is crucial because it orchestrates them so as to
form NSs to achieve the goals of network operators. The orchestration
of VNFs essentially involves three complementary decisions, which lead
to three problems to be addressed, namely VNF chain composition (VNF-
CC), VNF forwarding graph embedding (VNF-FGE) and VNF scheduling
(VNF-SCH). The first, VNF-CC or, alternatively, selection problem [13,
21,22], consists of the selection of a set of VNFs to collectively achieve
a particular operator’s goal. As result, we obtain a VNF-FG.

The VNF-FG is a conceptual solution to achieve the operator’s goal,
which must be embedded into the physical network. This requires
deciding where to place and how to physically chain the VNFs, which
are the two decisions associated with the VNF-FGE. Therefore, a VNF-
FGE solution consists of a mapping of VNFs to NFVI-PoPs (placement
solution) and appropriate paths in the physical network to connect
each pair of VNFs (chaining solution). The VNF-FG solution must
guarantee that the amount of available resources of NFVI-PoPs and
links satisfies the requirements of the VNF-FG to be instantiated and its
VNFs. Fig. 2 shows an example in which two VNF-FGs are embedded
into an NFV-enabled infrastructure.

The VNF-FGE problem is similar to the virtual network embedding
(VNE) problem, which is the primary resource allocation challenge
in the area of network virtualisation [23]. In VNE, virtual routers
are mapped to physical nodes, while virtual links that connect virtual
routers are mapped to physical links [24]. Although both the VNE and
VNF-FGE problems aim at finding the efficient allocation of virtualised
components, there are two significant differences between them [11,
22]. First, VNFs in a VNF-FG might have distinct functionality, i.e. they
can be distinct NFs, while nodes in a VNE perform equivalent func-
tions, i.e. routing. Second, VNFs in a VNF-FG have specific ordering.
The requirement of supporting specific ordering between VNFs adds
additional difficulty when finding adequate solutions.

Finally, the third problem to be addressed by an NFV orchestrator
is the VNF-SCH problem [25]. The objective of this problem is to share

VNFs among multiple VNF-FGs. It is built on the idea that VNFs are not
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Table 1
Comparison with other surveys in the literature.

Survey type Proposal of a taxonomy Focus on VNF-FGE Covered VNF-FGE papers

Herrera and Botero [5] Survey Yes Yes 2
Sousa et al. [14] Survey Yes No –
Li and Qian [16] Survey No No –
Li and Chen [15] Survey No Yes 9
Bhamare et al. [17] Survey No Yes 20
Mijumbi et al. [18] Survey No Yes 21

This work Systematic review Yes Yes 72
Fig. 2. Virtual network function forwarding graph embedding example. On the left-
hand side, there are two VNF-FGs that have VNF and virtual link requirements to be
fulfilled by the VNF-FGE solution. Each geometric shape represents a different VNF.
The physical network and its available resources are located on the right-hand side.
The VNF-FGE solution is illustrated by the geometric shapes located beside physical
nodes (NFVI-PoPs), indicating where each VNF is deployed, together with the dashed
and dotted links, which highlight how virtual links are instantiated in the physical
links.

used all the time, and therefore can process packets of other VNF-FGs
during idle periods of time. Ultimately, assigning tasks to idle VNFs
decreases the number of deployed VNFs.

These three introduced problems, namely VNF-CC, VNF-FGE and
VNF-SCH, are collectively referred to as the NFV resource allocation
(NFV-RA) problem [5]. All these problems must be addressed by the
MANO component that deals with the orchestration and lifecycle man-
agement of VNFs. In this work, we focus our attention towards the
VNF-FGE problem, systematically investigating and analysing existing
solutions.

3. Methodology

We conducted a systematic literature review to survey [26] the
existing work in the area of VNF forwarding graph embedding. This
means we followed a systematic method, which is explained in this
section, to select the research work covered in our review. Further, this
section also describes how we analysed the existing literature.

3.1. Selection method

Our literature review aims at covering research work that addresses
at least one of the introduced decisions – placement and chaining
– associated with the VNF-FGE problem. Therefore, we searched for
research papers that contain two terms in their abstract: virtual network
function and placement or chaining. Following the procedure of system-
atic literature reviews, we considered synonyms of these terms using
as reference work published in the field [27–29]. Based on these terms
and their synonyms, we formed our search string, presented below, that
was used to query digital databases. Retrieved papers must have in
their abstract, title or keywords at least one occurrence of the possible
variations of the selected terms.
3

Table 2
Target conferences.

Acronym Full name

INFOCOM IEEE International Conference on Computer Communications
GLOBECOM IEEE Global Communications Conference
ICC IEEE International Conference on Communications
CNSM IFIP International Conference on Network and Service

Management
IM IFIP/IEEE International Symposium on Integrated Network

Management
NOMS IEEE/IFIP Network Operations and Management Symposium

SIGCOMM ACM Special Interest Group on Data Communication
CoNEXT ACM Conference on emerging Networking Experiments and

Technologies
HotNets ACM Hot Topics in Networks
SOSR ACM Symposium on SDN Research

(virtual network function OR VNF OR network functions virtualisation
OR network function virtualization OR NFV)
AND
(placement OR place OR chaining OR chain)

As mentioned in the previous section, NFV received significant
attention after 2012. Our review thus included papers published in
the last seven years (2013–2019). Our goal is to introduce and discuss
the existing literature, making an in-depth analysis of proposed solu-
tions, comparing their inner-workings. Therefore, to make our work
relatively concise, we limited the scope of our search. We surveyed only
papers that appeared on flagship networking conferences and also on
conferences focused on network management (the specific conferences
we considered are shown in Table 2). We targeted conferences (rather
than journals) because they have a shorter publication timespan, and
because journal papers are typically predated by a conference paper
and are therefore potently already covered by our review.

Results retrieved by searching the database may include papers out
of the scope of this review. We thus specified inclusion criteria (IC) and
exclusion criteria (EC), stated in Table 3, to determine whether a paper
should be selected to be reviewed—papers should meet all IC and no
EC. The IC state the scope of this literature review. Papers must not only
have addressed the VNF-FGE problem, but also be general in terms of
the kinds of supported VNFs and the number of supported NFVI-PoPs.
Further, we excluded from the survey papers that were not published
as full research papers, given that short and demo papers, as well as
posters, typically represent early or ongoing work.

We queried the IEEE Xplore database on March 08, 2020, and the
ACM Digital Library on June 30, 2020, and retrieved, respectively,
788 and 119 papers. By applying our IC and EC, we obtained as
result 72 papers, which are those included in this literature review.
We summarise the number of papers that did not meet our criteria in
Table 4. To provide an overview of the papers covered by our survey,
we summarise them in Fig. 3. This figure provides evidence of the
increased interest in the topic of this survey in the last few years. We
also distinguish papers by the type of solution they provide (offline or
online), which is a key characteristic that distinguishes solutions to the
VNF-FGE problem. This and other characteristics are used to classify
and discuss published research work, as detailed in the next section.
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Fig. 3. Papers covered by our systematic review by year. No paper published in 2013
or 2014 satisfied our IC and EC.

Table 3
Inclusion and exclusion criteria.

Inclusion criteria

IC-1 The paper includes the proposal of an approach that addresses least
one of the decisions of the VNF-FGE problem.

IC-2 The approach proposed in the paper supports multiple NFVI-PoPs.
IC-3 The approach proposed in the paper is a technology-independent

solution.
IC-4 The approach proposed in the paper is a context-independent solution.

Exclusion criteria

EC 1 The paper is not written in English.
EC 2 The article is not a full or technical paper, i.e. it is a workshop, short

paper, poster, demo, tutorial or etc.
EC 3 The research work does not have an empirical simulation or numerical

evaluation.

Table 4
Selection of studies.

Results Total

IEEE Xplore Digital Library 788
ACM Digital Library 119

Selected Conferences 217

Excluded by EC-1 0
Excluded by EC-2 44
Excluded by EC-3 0

Candidate Papers 173

Not Satisfied IC-1 70
Not Satisfied IC-2 5
Not Satisfied IC-3 22
Not Satisfied IC-4 4

Selected papers 72

3.2. Limitations

A systematic literature review follows a protocol to identify relevant
research work. The key advantage is to reduce the researcher bias while
conducting the study. NFV have been largely investigated in academia,
and this led to many published papers on this topic. The inspection,
classification and detailing of all published papers – without restricting
our review to a particular set of conferences – would result in a tedious
report for the reader to follow. Therefore, we contemplated only works
published on flagship networking conferences and on conferences fo-
cused on network management, aiming to capture the most relevant
works published in the fast-paced literature of NFV. This decision limits
the extension of our manuscript by not considering works published in
other conferences [30,31] as well as in journals [32,33]. Notwithstand-
ing, works covered by our survey have been extended and published
in journal venues [34–36]. These, however, were not included in
4

our systematic review because they would confront our methodology.
Systematically surveying journal publications will be subject of a new
systematic review.

3.3. Analysis method and taxonomy

Each work investigated in our review was analysed from different
perspectives, leading us to identify key characteristics that distinguish
them. These characteristics are organised into a proposed taxonomy,
which has five facets, as shown in Fig. 4, and is used to guide our
discussion of the existing literature in later sections. Each facet is
described as follows.

The first facet, behaviour, separates approaches into two groups, as
highlighted in Fig. 3. Offline approaches consider one or more VNF-FGs
and a set of NFVI-PoPs connected by link, both known a priori, and
provide a solution of how the VNF-FGs should be embedded into the
infrastructure. Online approaches also take into consideration a previ-
ous state of the network infrastructure, in which other VNF-FGs have
possibly already been deployed. Consequently, online approaches can
be used to gradually change the network infrastructure, with requests
to instantiate VNF-FGs being received on-the-fly.

The second facet, allocation task, concerns the decision associ-
ated with the VNF-FGE problem that is addressed by the approach.
As explained, this problem involves deciding where to deploy VNFs
(placement task) and how to physically link deployed VNFs (chaining
task). Approaches can be also classified as both, when they address both
tasks.

Approaches may pursue a solution that achieves a particular objec-
tive, our third facet. For example, a particular place to deploy a VNF
may lead to reduced network traffic but at the same time consume
more resources. Therefore, the objective of the approach would indicate
whether deploying this VNF in this location is a suitable solution. We
identified four general groups of objectives: (i) reduce network resources,
indicating the aim of reducing aspects related to the network traffic,
such as bandwidth, latency or hop count; (ii) reduce host resources,
indicating the aim of reducing computational resources of VNFs and
NFVI-PoPs, such as processing delay, consumed CPU, memory and stor-
age; (iii) trade-off between network and host resources, which considers
both network and host resources and their trade-off; and (iv) reduce
economic cost, focusing on increasing profit and/or reducing monetary
costs.

To achieve the above objectives, approaches to address the VNF-FGE
problem consider different factors. These can be characteristics of the
network (e.g., link latency and capacity) or of VNFs and NFVI-PoPs (e.g.,
the number of CPU cores or RAM and storage amounts). Such physical
and virtual factors are used as input by the proposed approaches to
suggest an appropriate solution. Fig. 4 presents a non-exhaustive list of
factors used by existing approaches.

Finally, the technique style facet specifies the nature of the approach
proposed to accomplish at least one of the allocation tasks. Similarly to
previous work [37–39], we classify them as: (i) exact, when the optimal
embedding of VNFs and their connections are guaranteed; (ii) heuristic,
when optimal embedding is exchanged for faster execution time; and
(iii) meta-heuristic, when stochastic behaviour is incorporated to search
the problem space thoroughly in reasonably practical time [40]. For
each of these technique styles, we also provide a non-exhaustive list of
alternatives.

In the next section, we proceed to discuss and present the categori-
sation of the investigated literature based on the facets of our proposed
taxonomy. Approaches are then discussed in-depth in Section 5.
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Fig. 4. Taxonomy used to classify the VNF-FGE approaches.
Table 5
Classification of reviewed articles using our taxonomy facets: (i) allocation task, second left-to-right column; (ii) objective, last row where N stands for reduce network resources, H
for reduce host resources, NH for trade-off between network and host resources and E for reduce economic cost ; (iii) behaviour, left-most column; and (iv) technique style, first row.

Exact Heuristic Meta-heuristic

Placement [41–44] [6] [7,
45,
46]

Offline Chaining [8,47]

Both [48,
49]

[22,50,51] [11,52,53] [54–58] [59–61] [62]

Placement [63] [64–66] [67] [68]

Online Chaining [9,69–71] [72] [10,
73]

Both [74] [75,
76]

[28,77–80] [13,81,82] [27,29,83–
91]

[12,92–97] [98,
99]

N H NH E N H NH E N H NH E
n

4. Analysis of facets

The previous section presented the methodology applied for select-
ing papers and our proposed taxonomy – composed of five facets – to
classify these efforts in the context of the VNF-FGE problem. In this
section, first, the research efforts are explicitly classified according to
our facets as shown in Table 5. Second, we orthogonally discuss the
literature by facet. Given that research work is split according to our
first facet (behaviour) in the next section, we discuss here our four other
facets.

4.1. Allocation task

Both the placement and chaining problems are NP-hard problems
[100]. Nevertheless, the vast majority of the reviewed works concen-
trate on solving both the placement and chaining problems together,
namely the VNF-FGE problem.

4.2. Objectives

Because VNF-FGE is an allocation problem, a solution is typically
designed to achieve an optimisation goal, which can focus on a single
or multiple aspects. For instance, in a scenario where strict SLAs about
the time for serving requests are applied, a solution might allocate VNFs
and their virtual connections to use the physical links with the lowest
latency and VNFs with the lowest processing delay. We classify the
allocation objective of the reviewed works as one of the four options: (i)
reduce network resources; (ii) reduce host resources; (iii) trade-off between
network and host resources; and (iv) reduce economic cost.

It is important to notice that these four objectives are related.
For example, an algorithm that aims to improve network and host
resources gives as output solutions with low network and host usage,
5

which consequently implies in lower economic costs. However, for an
objective to be classified as economic, it must consider economic factors
explicitly. There are works that formalise network cost or embedding
cost but do not translate those into monetary cost [54]. Moreover,
there are research efforts that introduce ideas such as computing and
network costs, which are defined as, for example, the number of CPU
cores and amount of bandwidth, or the ratio between free and total
CPUs as well as the ratio between free and total bandwidth of a link,
and optimise their solution to minimise these costs [27,88,99]. In such
cases, the allocation objective is not considered to reduce economic cost.
Only approaches that specify a pricing policy [60], introduce revenue
and payment formalisations [92,93] or use monetary values as cost
units [59,61,67] and are optimised to reduce cost or to increase revenue
are classified as to reduce economic cost. Finally, we point out that these
objectives are not exhaustive and future solutions might therefore use
innovative and currently unforeseen objectives not accounted in this
taxonomy.

4.3. Factors

When designing an algorithm to tackle the VNF-FGE problem, one
has to choose which characteristics will be modelled as part of the
problem and, consequently, used in the proposed approach. Selecting
common factors such as processing capacity, commonly formalised as the
umber of CPU cores, and link capacity, which is usually modelled as

the bandwidth of a link, is arguably enough to develop a solution to
VNF-FGE [50,79]. Solutions might include factors such as processing
delay of VNFs, storage and memory of VNFs and NFVI-PoPs (or merely
the amount of VNFs supported by NFVI-PoPs) as well as link latency
and the number of hops of physical/virtual links to provide more
applicable and realistic solutions. Moreover, the factors inherited from
the physical and virtual networks are often balanced against the cost
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Table 6
Factors.

Offline Online

Processing
capacity

[11,22,41–61] [10,12,13,27–29,63–
68,72,73,75,76,78–82,84–89,
91,92,94–98]

Processing
delay

[7,11,47,49,59] [10,66,68,78,84,88,90,95]

Storage [6,22,47,53,54,60–62] [10,27,29,67,74,77,82,88–90,
92,93]

Memory [60] [13,66,67,76,82,88,89,92]

Link
capacity

[8,11,22,41,42,48–62] [9,10,12,27–29,64,67–69,71,
73–79,81,82,84–98]

Link
latency

[8,11,45–47,59,60] [9,28,49,63,68–70,73,76,78,
80–82,84–86,88,89,92,95]

Monetary
cost

[44,45,47,60,61] [12,67,92,94–97]

Fig. 5. A visual representation of the popularity of factors.

of using them. For example, the monetary cost of allocating a CPU in a
public NFVI-PoP [67] or the monetary cost of using a specific physical
link [61].

The most common factors found in the reviewed work are grouped
in Table 6 and Fig. 5. The minimum and maximum amount of factors
considered by the reviewed literature is, respectively, two [9,51,79]
and ten [60]. The most common amount of factors (mode) is three. We
refer the interested reader elsewhere1 for a table that details the factors
used in the reviewed articles individually.

4.4. Technique style

An algorithm that performs an allocation task considers different
factors and aims to achieve an objective using an exact, heuristic or
meta-heuristic technique. Exact algorithms for VNF-FGE and its sub-
problems find optimal solutions typically in non-polynomial time, given
the NP-hardness of these allocation tasks. One of the exact algorithms
reviewed provides polynomial-time solution for tree topologies [77].

Heuristics and meta-heuristics trade optimality for faster processing
time. The vast majority of the reviewed work models the VNF-FGE
problem as an integer linear programming (ILP) [7,48] or mixed-
integer linear programming (MILP) [10]. Then, they propose a heuristic
or meta-heuristic to efficiently solve it, while using the exact solution
of the optimisation model for comparison [8,11,60,77]. In such cases,
we only consider the heuristic or meta-heuristic contribution to classify

1 http://www.inf.ufrgs.br/prosoft/resources/2020/computer-networks-nfv-
slr.
6

the article. Efficient heuristic and meta-heuristic solutions outnumber
inefficient exact solutions, as can be seen in Table 5.

In the next section, we proceed to the discussion of the vari-
ous approaches that have been proposed to address the VNF-FGE
problem. They are grouped according to our first introduced facet
(behaviour) and we highlight key aspects of each approach considering
the remaining facets.

5. State-of-the-art VNF-FG embedding

We now review the selected literature. Our discussion is split into
offline and online approaches because they differ in nature. As such,
they cannot be used interchangeably, even if they focus on the same
allocation task, because offline approaches do not take into account
VNF-FGs previously deployed in the network. First, we discuss offline
approaches (Section 5.1) and then focus on those online (Section 5.2).
Proposals that include both offline and online algorithms (e.g. [81]) are
classified by their online contribution.

In both cases, a significant amount of the existing literature that
addresses the VNF-FGE problem is based on linear programming [6,41].
Typically they use network configurations and constraints together
with a selected objective function to specify an optimisation prob-
lem to be solved. Depending on the selected problem variables, the
work may rely on, e.g. ILP or MILP. Available tools, such as CPLEX2

or YALMIP [101], are then used to solve the specified optimisation
problem, giving exact (or optimal) solutions. Because ILP is NP-Hard,
exact solutions are commonly used as a baseline for the proposal of an
alternative technique that may use a heuristic or meta-heuristic.

5.1. Offline

Twenty seven articles propose offline solutions to the VNF-FGE
problem. They are grouped by allocation task and individually de-
scribed below.

5.1.1. Placement
Five research efforts address the placement problem, proposing

offline algorithms that give a solution using heuristics [6,41–44]. Al-
though they focus on the same problem, they aim to find a solution
to the problem achieving distinct objectives. Cohen et al. [6] aim to
find a solution that minimises the VNF connection and setup costs. To
achieve this objective, a linear program is specified, modelling the
storage requirement and setup cost of each VNF, as well as the available
resources of NFVI-PoPs. This was the first work that considered the
possibility of having an instantiated VNF shared among multiple VNF-
FGs. The resolution of the specified linear program is achieved with two
algorithms; one that does not consider the NFVI-PoP resource limitation
(unconstrained placement) and another that considers this (constrained
placement). Both algorithms rely on a heuristic that assigns VNFs, based
on their amount of storage size (descending order), to NFVI-PoPs.

With a different goal, two works focus on minimising the num-
ber of VNF instances [41,42]. Chi et al. [41] proposed an alternative
specification of a linear program to solve the placement problem.
Their specification models VNFs according to their processing capacity.
Chi et al. [41] also rely on a heuristic, which reduces the placement
problem into the bin packing problem [102]. The idea is to allocate
VNFs at good bins (as opposed to bad bins), which are NFVI-PoPs that
have their fullness evaluated as greater than a certain threshold. The
fullness of a bin is given by the number of flows that traverse the NFVI-
PoP. Their work is limited to a single VNF type. Sang et al. [42], in turn,
proposed a greedy heuristic that iterates over NFVI-PoPs with unpro-
cessed requests and places the combination of VNFs in an NFVI-PoP to
process the largest amount of unhandled flows.

2 https://www.ibm.com/products/ilog-cplex-optimization-studio.

http://www.inf.ufrgs.br/prosoft/resources/2020/computer-networks-nfv-slr
http://www.inf.ufrgs.br/prosoft/resources/2020/computer-networks-nfv-slr
https://www.ibm.com/products/ilog-cplex-optimization-studio
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Tomassilli et al. [43] created two heuristics and one exact solution
for the placement problem. They consider that all demands are known a
priori and aim to minimise host-related resources such as licence fees or
energy efficiency. They introduced: (i) a dynamic programming greedy
heuristic that selects NFVI-PoPs with the lowest cost to host VNFs in the
pre-computed path; (ii) an approximation algorithm, which randomly
selects constraints from the ILP formulation to guide for approximately
optimal solutions; and (iii) an optimal dynamic programming technique
for tree topologies that runs in polynomial time for the special case of
all traffic going upstream or downstream in the tree.

Lastly, Sallam et al. [44] also developed two greedy heuristics that
aim to maximise the total amount of fully processed traffic by selecting
the best NFVI-PoPs to host VNFs. Moreover, they take into account the
monetary cost of using NFVI-PoPs along with their processing capacity.
The first heuristic is tailored for NFVI-PoPs with uniform costs. It
assigns each VNF to the NFVI-PoP associated with the highest value
of a given objective function. Second, an enumeration-based greedy
heuristic [103] is introduced for the case of heterogeneous price. It
groups NFVI-PoPs that satisfy the budget constraint by the amount
of VNFs already installed, then deploys each VNF in an NFVI-PoP
of the group that presents the largest gain regarding the objective
function. Furthermore, assuming that the chaining problem is solved,
two approximations for the VNF-SCH problem are provided.

Three works develop meta-heuristics [7,45,46] to address the place-
ment problem having the allocation task of reducing network resources.
Two meta-heuristics [7,45] aim to reduce the end-to-end service delay
while guaranteeing a certain level of reliability [7] or availability [45].
Chantre et al. [7] formulated a nonlinear mixed-integer program where
VNFs are characterised by their processing delay and reliability. The
authors developed a meta-heuristic that uses particle swarm optimisa-
tion (PSO) [104] to find the best amount of redundant VNFs and their
respective NFVI-PoPs. PSO is a search algorithm based on the inter-
action of particles that share information. Based on local and global
information, they migrate towards a global optimum. The nonlinear
mixed-integer programming formulation is used as the fitness function,
guiding the search for good solutions. Similarly, Yala et al. [45] de-
veloped a genetic algorithm (GA) that allocates VNFs at either edge
clouds or a central cloud. The former presents low latency but has
scarce resource while the latter has high latency but plenty of com-
putational resources. Link latency and instantiation costs are taken
into account by the GA algorithm, which finds near-optimal solutions
despite the objective function. Instead of using a LP to model the
network, Manias et al. [46] opted for a machine learning algorithm—
decision trees [105]—to realise the placement of VNFs with the objec-
tive of reducing the delay between VNFs. The authors argue that such
n approach drastically reduces the computational effort required to
rchestrate VNFs, as the learning phase is conducted offline on top of
near-optimal heuristic proposed elsewhere [106]. Their evaluation

hows that their meta-heuristic outperforms the heuristic used to train
he model in half of the scenarios analysed.

.1.2. Chaining
Three proposals assume that the placement of VNFs has already

een done and concentrate on the chaining problem [8,47,107]. They
im either to maximise traffic throughput – i.e., chaining as many VNF-
G in the network as possible – while guaranteeing that end-to-end
atency constraints are satisfied [8,47], or minimise packet overhead
107]. Each proposes a heuristic that takes into account the capacity
f links [8,47,107] or their delays [8,47], together with VNF through-
ut [8,107] or the packet processing rate [47,107] and VNF processing
elay [47].

Jiao et al. [8] first chain VNF-FG requests without taking the latency
onstraint into account. A VNF is chained by balancing two values of
ach VNF deployed in the network that can perform the required work:
i) the VNF available resources; and (ii) the capacity of the shortest path
7

rom the current NFVI-PoP to the NFVI-PoP where the VNF is deployed.
Then, if the calculated path violates the end-to-end latency constraint
of the VNF-FG, the selected VNF and its NFVI-PoP are discarded, and
another candidate is evaluated. This process is repeated until a path
that does not violate the end-to-end latency constraint is found. Using
a different approach, Xu et al. [47] divide the VNF-FG requests into
subrequests so that each subrequest has the same packet rate as the
request with the lowest packet rate. These subrequests are chained from
their source node to the destination node passing through the NFVI-PoP
that has the lowest cost and satisfies the end-to-end delay constraint.
This constraint is the total link latency plus the processing delay of the
requested VNF, which is already deployed. Finally, Wang et al. [107]
created a chaining heuristic that takes as input the placement of VNFs,
and for each VNF in a VNF-FG request: (i) calculates the shortest paths
from the current NFVI-PoP to the NFVI-PoPs that host the requested
VNF; (ii) discards the shortest paths that do not have enough bandwidth
capacity for the current request; and (iii) chains the request to the VNF
whose shortest path has enough bandwidth.

5.1.3. Both
Most of the research effort provides a combined solution for both the

placement and chaining problems, focusing on various objectives and
adopting different technique styles. Three works introduce heuristics to
address the VNF-FGE problem with the objective of minimising band-
width consumption [22,50,51]. These heuristics use processing capacity
of VNFs and NFVI-PoPs, as well as the bandwidth of links. In Beck
and Botero’s [22] heuristic, each VNF of a VNF-FG request carries the
information to which VNFs it can be directly connected. This gives the
freedom to swap the location of VNFs of a VNF-FG with loose or no
dependency constraint. If a VNF cannot be chained, then another VNF
that satisfies the dependency constraint is used. The heuristic tries to
place a VNF in a physical node directly connected to the predecessor to
minimise bandwidth utilisation. In case there is no possible location to
place a VNF, the heuristic backtracks the allocation of the previous VNF
and tries to install it elsewhere. Differently, Ye et al. [50] developed a
grouping strategy. They evaluate which combinations of VNFs mapped
to the same NFVI-PoP result in higher bandwidth savings. These VNF
combinations and their directly connected VNFs are called critical
subtopologies (CS) of a VNF-FG. First, CS are placed and chained
into the physical network. Next, the remaining VNFs of the VNF-FG
request are embedded into the infrastructure. Finally, Gupta et al. [51]
introduced a formalisation in which each VNF-FG request has specific
start and end points in the physical network. They place and chain
VNFs using a two-step solution. First, a heuristic groups NFVI-PoP pairs
whose links match the shortest path between the start and end points
of multiple requests. The user inputs the number of groups used in the
heuristic. Next, a column generation [108] algorithm places and chains
requests using the NFVI-PoPs of the groups formed in the previous step.

Differently from the works detailed above that rely on heuristics
to provide a solution to the VNF-FGE problem to minimise band-
width consumption, two exact [48,49] and one meta-heuristic [62]
algorithms have been proposed to address the same problem with the
same goal. The exact algorithms [48,49] use the processing capacity
of VNFs and NFVI-PoPs to decide the allocation of VNFs, while the
meta-heuristic [62] only allows the allocation of a single VNF per NFVI-
PoP. All these approaches also evaluate the bandwidth of virtual and
physical links. Carpio et al. [62] proposed a GA algorithm that improves
the fitness function of each iteration by creating generations of possible
solutions where the traffic towards a VNF is divided into different flows,
which are load balanced towards replicas of the target VNF. Splitting
the traffic and using multiple VNFs increase the number of possible
paths that a VNF-FG can use and consequently improves the allocation
of virtualised resources. The idea behind fitness functions is to evaluate
possible solutions for a given problem. They are used to rank different
solutions generated by a GA, which borrows techniques such as muta-
tion and crossover from nature [109]. Huin et al. [48] created an ILP

formulation for the VNF-FGE problem with a number of variables that
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increases exponentially with the VNF-FG given as input. The column
generation technique, also used in an aforementioned work [51], is
used to find optimal solutions [108]. An interactive process begins by
using a relaxation of the ILP to find the best solution for each request.
Then, restrictions are generated and added to each solution, if they
improve the value of the linear relaxation. The process stops when
improving mappings cannot be found. Finally, Tomassilli et al. [49]
introduced two column generation [108] methods that output the exact
solution for the VNF-FGE problem considering two back-up models: (i)
disjoint virtual link between VNFs, i.e. having a backup path connecting
all VNFs of a given request that is disjoint from the primary path; and
(ii) single link protection, where only the path between two VNFs is
redundant. It interactively relaxes ILP constraints until the best solution
is found, similar to Huin et al. [48].

An alternative to minimise bandwidth consumption is to reduce
host resource usage when placing and chaining VNFs. This was the goal
pursued by three works that proposed offline heuristics [11,52,53]
that map processing capacity of VNFs and NFVI-PoPs, and bandwidth
of virtual and physical links, using different kinds of input. Luizelli
et al. [11] aimed to reduce the number of VNFs instances to serve VNF-
FGs using link latency, processing delay and the number of available
licences as input. First, their proposal finds the minimum number of
VNFs that meet the demand and transforms the objective function of the
ILP model into a constraint, resulting in a more bounded model. After
discovering the minimum amount of VNFs, any solution that uses the
lowest possible amount of VNFs is considered a feasible solution. Kong
et al. [52] add redundant VNFs and paths to guarantee that embedded
VNF-FGs present the desired level of availability. The adopted objective
function is to minimise the use of computing resources taking into
account the availability of VNFs and links. First, it finds the shortest
path between the start and end points. If the path does not meet the
availability constraint using a maximum number of VNF replicas, a
disjoint backup path is selected. Then, the number and location of
replicas are determined. Lastly, Chen et al. [53] developed a greedy
heuristic that tries to allocate VNFs of a VNF-FG on the NFVI-PoP where
the previous VNF of the same forwarding graph has been assigned. This
heuristic attempts to deplete the available resources of an NFVI-PoP
before recurring to its neighbours. The authors showed that such greedy
approach has similar (slightly worse) performance when compared to
the GA algorithm proposed by Carpio et al. [62]

Differently from the approaches previously discussed, which aim
to reduce either network or host resources, we now discuss offline
algorithms for VNF-FGE that specifically aim to jointly minimise both.
There are four heuristics [54–57] and one exact solution [58] with
this objective. They rely on processing and link capacities to formu-
late solutions to the problem. Additionally, the importance of these
resources is formulated as user preferences by Song et al. [54]. They
treated the placement of a VNF as a state in a hidden markov model
(HMM) [110], and the chaining between the VNFs of a VNF-FG as the
hidden transition of states. Although transitions cannot be observed
directly, factors such as computing resources of NFVI-PoPs and band-
width of links are used to find good state sequences, which correspond
to a resource-efficient path. Similarly, markov chains were used in [56],
where different states represent distinct placement and/or chaining of
VNFs. The chain is constructed such that states converge to the desired
objective, reaching near-optimal solutions in acceptable time. In the
third proposed heuristic [55], the constraints and variables of the ILP
formulation that grow exponentially with the number of VNF-FGs are
replaced to obtain a relaxed linear program to embed VNFs. The heuris-
tic drops constraints and variables to a polynomial amount by selecting
the path with the largest bandwidth. Then, the new linear program is
optimally solved in polynomial time. Considering that both links and
nodes are not completely reliable, Zhong et al. [57] introduced an HMM
that embeds VNF-FGs and creates backup VNFs and links for the VNF-
FGs whose allocation do not have the desired level of reliability. In
8

the HMM, each hidden state represents an NFVI-PoP that can allocate
some VNF. Transition between two states represents the probability of
allocating two VNFs on two NFVI-PoPs, and is calculated considering
the resource usage of links and nodes. The most likely sequence of
hidden states is then predicted using a Viterbi-based algorithm [111].
Viterbi algorithm is a method for finding the most likely sequence
of states, where a multi-stage graph is created, and nodes represent
possible states. Proposing an exact solution, Wang et al. [58] formu-
lated the VNF-FGE problem as a linear programming problem without
host and network constraints, and used Simplex [112] to output the
optimal allocation of VNFs and virtual links. Then, an algorithm iterates
over VNFs and selects the most appropriate NFVI-PoP that has enough
resources to host them, as well as the most suitable links to the next
NFVI-PoP.

Finally, four heuristics have been proposed with the aim of reducing
economic cost [59–61]. They all take into consideration the cost of using
NFVI-PoPs and physical links. However, each heuristic complements
this information with other varying inputs: link latency [59,60], stor-
age capacity [60,61], processing delay [59] or memory, licence cost,
availability of VNFs and links, and user preferences over these [60].
Chen et al. [59] used a technique similar to one introduced above [54],
where the placement and chaining of VNFs are given by the analysis of
the transition of hidden states in an HMM. Selecting an NFVI-PoP to
host a VNF is a state of the HMM, and traversing all VNFs of a VNF-FG
is regarded as the transition between states, which are hidden. In Chen
et al.’s heuristic, the cost of allocating VNFs in NFVI-PoPs and resource
usage is observed in the transition of states. If the obtained path violates
the latency constraint of the request, then for each NFVI-PoP in the
path, alternative NFVI-PoPs are evaluated and used if they reduce the
path latency. Vizarreta et al. [60] used a greedy heuristic to ensure
QoS while embedding VNF-FGs. To embed a request, their heuristic
first finds the shortest path between the physical endpoints of the
VNF-FG that satisfies the QoS constraints. Next, the path is expanded
to support all the VNFs of the VNF-FG. The best NFVI-PoPs to host
VNFs are the ones that produce the minimum cost, which includes the
cost of using more network resources and additional software licences.
Lastly, the heuristic proposed by Tastevin et al. [61] is composed of
three steps. First, it finds the minimum amount of NFVI-PoPs to host
the VNFs of the requests. To do that, it ranks the VNF instantiation
requirements and greedily assigns the maximum number of VNFs to
the same NFVI-PoP until all VNFs have been assigned. Then, NFVI-
PoPs are ranked by a centrality metric [113] that evaluates how many
times an NFVI-PoP is in the shortest path between the start and end
points of the VNF-FG requests. This measurement is used to rank NFVI-
PoPs in decreasing order, and the number of NFVI-PoPs obtained in
the first step defines how many NFVI-PoPs are selected in this step.
Finally, the placement and chaining of VNFs in the selected NFVI-
PoPs occurs through a Viterbi-inspired algorithm [111], where nodes
represent possible locations to deploy VNFs and the weight of their
connections is the shortest path between the two nodes. By reducing
the number of NFVI-PoPs and physical paths allocated, the cost of the
solution is also reduced.

5.2. Online

Offline approaches address an NP-hard [100] problem and so those
online. However, developing an online algorithm implies the ability
to handle scenarios where incoming demands are unknown at design
time. Therefore, supporting dynamically arriving requests, which is the
reality of telecom carriers, adds extra difficulty to the conception of a
feasible online solution. Likewise the offline works detailed above, we

group the online approaches by allocation task.
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5.2.1. Placement
From the online approaches, six focus specifically on the place-

ment problem [63–68]. Despite these works, one introduces an ex-
act solution [63], four propose heuristics [64–67] and one a meta-
heuristic [68]. The only exact solution [63] aims to place VNFs on a
carrier cloud infrastructure that uses an edge cloud (i.e. a cloudlet) con-
sidering the optimal balance between them. This is achieved trading-off
the minimisation of the maximum utilisation of the cloudlet and the
minimisation of the allocation of computing resources in the cloud, which
conflict to each other. A proposed MILP model considers several al-
location objectives – processing capacity of VNFs and NFVI-PoPs, the
latency of the physical link that connects the carrier cloud and the
cloudlet, arrival rate of VNF-FGs, and virtualisation overhead of VNFs
– as well as user-defined preferences over them.

Zhang et al. [67] created a placement heuristic that uses the process-
ing capacity of VNFs, the types of VNFs that can be instantiated in an
NFVI-PoP and the monetary cost of renting short and long-term NFVI-
PoPs with different pricing and billing cycles following Amazon pricing
policies.3 Moreover, backup NFVI-PoPs and their costs are incorporated
to account for inaccurate predictions. The online heuristic aims to
minimise the overall cost over time by: (i) observing current demand for
each type of VNF; (ii) deploying VNFs in backup NFVI-PoPs to absorb
flows unserved; (iii) predicting future demands using an online learning
algorithm [114]; and (iv) renting/renewing backup NFVI-PoPs based
on predictions. Zhou et al. [64] formalised not only node capacity but
also the probability of a VNF-FG reaching peak data rate, and used
it to formulate the expected computational resource consumption of
each request. Their algorithm aims to maximise host resources to host
the largest amount of VNF-FGs, considering their possible peak data
rate. They argue that VNFs from a VNF-FG should not be placed on
the same NFVI-PoP, as it reduces the chance of successfully vertically
scaling VNFs to attend peak traffic. Thus, the heuristic places VNFs by
sequentially deciding which of the neighbours NFVI-PoPs will have the
most resources available after hosting the current VNF. You and Li [65]
created a max–min greedy heuristic for dynamically arriving requests
that aims to minimise the maximal load among the servers. For the VNFs
of each incoming request it: (i) sorts NFVI-PoPs by their capacities in
ascending order; and (ii) assigns a VNF to the least used NFVI-PoP,
that is, the first of the sorted list. The authors’ evaluation shows that
this simple heuristic is faster to compute than other heuristics and
orders of magnitude faster compared to an exact algorithm. Lastly,
Li et al. [66] introduced a placement heuristic with the objective of
maximising revenue, where revenue is defined as the weighted sum
of utilised physical resources. Their solution consists of two phases:
(i) a greedy mapping of VNFs to NFVI-PoPs based on first come, first
serve; and (ii) a delay-aware VNF remapping, which remaps all VNFs
of unsuccessfully embedded requests by greedily remapping the ones
with highest delay violation first.

Differently from the previous works that proposed heuristics, Sun
et al. [68] created a meta-heuristic with the objective of minimising
the increment of the total delay when placing VNFs that uses simulated an-
nealing [115], which is a technique that slowly reduces the probability
of accepting worse solutions as the search space is explored, to guide a
greedy heuristic towards a good solution. Considering the paths of all
non deployed VNF-FGs, their greedy heuristic places the VNFs with the
largest data arrival rate first in the NFVI-PoP that results in minimum
delay increment.

5.2.2. Chaining
A few other online approaches targeted solely on the chaining prob-

lem, providing either heuristics or meta-heuristics. The five research
papers that introduce heuristics that concentrate on either improving
different network-related characteristics [9,69–71] or balancing network

3 https://aws.amazon.com/ec2/.
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and host resources [72]. They all model the latency and except for [70],
consider bandwidth of virtual and physical links. Moreover, processing
delay of VNFs [9,10] and processing capacity [10] are also used in
particular models.

Thai et al. [9] proposed a two-step heuristic that aims to minimise
the end-to-end latency of incoming requests. For each VNF of a VNF-
FG request, it greedily selects VNFs already placed in the network to
be chained, being the best candidate the VNF with the lowest path’s
latency with respect to the predecessor VNF. Then, VNFs of the VNF-
FG that are allowed to be chained in a different order are randomly
swapped. This step aims to reduce the path’s latency and is repeated
while improvements are made. Differently, Jia et al. [69] introduced a
heuristic that chains VNFs aiming to maximise network throughput. Each
physical link in the network is associated with a normalised weight that
depends on its free bandwidth. The weight of the links in the shortest
path between the source and destination NFVI-PoPs of a request are
regarded as the cost of embedding it. If the total cost does not exceed
a specific amount, then the request is accepted. This heuristic also
evaluates links latency to guarantee that requests with end-to-end
delay constraints are respected. Sallam et al. [70] introduced an exact
algorithm and a heuristic for the chaining problem, along with an
ILP formulation for the placement problem. Their heuristic receives a
directed graph representing the NFVI-PoPs and their links and gives as
output a valid path for the request by performing three steps. First,
it creates a new directed graph where vertexes represent embedded
VNFs, and edges represent all possible paths between them, these are
annotated with the accumulated link delay of the underlying physical
links, Then, it removes vertexes that only have outgoing edges, except
for the source. Last, it submits the new graph to any shortest path
algorithm such as Dijkstra’s algorithm. The returned path is then used
as the chaining between the already deployed VNFs to deal the VNF-
FGE request. Gao and Rouskas [71] introduced an ILP formulation with
a penalty function that indicates the congestion of a physical link. Then,
they concluded that minimising the maximum edge congestion, which is
their objective, is the same as finding the shortest valid walk [116]—
finding a walk from a source node to a destination node that visits
at least once each node of a given subset of nodes—on the graph
that represents the physical network. Their online heuristic first chains
a VNF-FG using a shortest path tour algorithm, then verifies if any
selected physical link is more congested than a given value. If this
holds, the process is repeated with a stricter constraint until no chaining
is possible. The last solution found is then returned.

With a different goal, Huang et al. [72] developed an online chain-
ing heuristic that not only decides the path to connect NFVI-PoPs, but
also decides which NFVI-PoPs that host the requested VNFs are going
to be used. For each VNF in a VNF-FG request it selects the least loaded
VNF already installed in the network. Next, to connect them, the path
that presents the lowest value despite the balance between minimising
communication cost and stabilising traffic prediction queues is selected.
The balance is performed by user-inputted preferences.

Two online approaches introduce meta-heuristics to tackle the
chaining problem [10,73]. They also model the latency and bandwidth
of virtual and physical links. Moreover, processing delay of VNFs and
processing capacity are also used by Alameddine et al. [10]. These
authors use a tabu search algorithm [117] to chain VNF-FGs dynam-
ically with the objective of maximising the number of accepted requests.
Tabu search is a meta-heuristic that accepts moves that decrease local
solutions, which is useful if the search gets stuck in a local minimum,
adding prohibitions to discourage returning to previous solutions. First,
an initial assignment of VNFs from VNF-FGs to VNFs already deployed
is made at random. In this work, VNFs can participate in multiple VNF-
FGs. Next, their connections are made through the shortest path with
enough bandwidth. Then, the tabu search algorithm performs a series
of moves that swap selected VNFs to improve the initial solution and
their shortest path are recalculated. Zhou et al. [73] created a meta-

heuristic using deep learning to address the chaining problem. They

https://aws.amazon.com/ec2/
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argued that deep learning can abstract and learn the details of complex
data and therefore can be used in this problem space. With the objective
of minimising end-to-end delay, their system works in two phases: offline
and online. In the former the deep learning network is trained and
in the latter it is used to decide in which NFVI-PoP the VNF-FG will
be chained next, in a hop-by-hop manner, considering its starting and
ending nodes. Then, ordering and resource constraints are verified and,
if some is not satisfied, the request is rejected.

5.2.3. Both
Similarly to offline work, most of the online approaches address

both the placement and chaining problems. Six research efforts have
network-related objectives [28,74,77–80]. Except for one technique [80],
they all assess link capacity, along with link latency [28,78,80], pro-
cessing capacity [28,78–80] or the number of VNFs hosted in NFVI-
PoPs [74,77].

With the goal of minimising link with the maximum load, Ma et al.
[74] proposed an algorithm assuming that the order of VNFs in a VNF-
FG is irrelevant. The algorithm sorts the VNFs by their traffic changing
behaviour, i.e. VNFs either increase or decrease the traffic rate. Then
VNFs are placed and chained by: (i) traversing the network from the
start NFVI-PoP of the request towards the end NFVI-PoP selecting the
path with the maximum bandwidth available and placing VNFs that
decrease network traffic until all VNFs are placed; (ii) traversing the
network from the end NFVI-PoP placing expanding VNFs; until (iii) a
VNF visited in the first step is found. The path that connects the start
and end NFVI-PoPs is the chaining path of the VNFs already placed.

In order to embed requests with the least cost given by load of a link,
Ma et al. [77] developed three optimal algorithms with polynomial-
time solutions for topologies with a unique path between any pair
of nodes (e.g. a tree). Each algorithm handles a different type of
embedding request, which can be: (i) requests with no ordering require-
ment between VNFs; (ii) requests with totally-ordered VNFs; and (iii)
requests with partially-ordered VNFs. Then, for the case of topologies
with multiple paths between any pair of nodes (e.g. a mesh), a greedy
heuristic based on Dijkstra’s algorithm is used to build a path from the
start NFVI-PoP that has enough resources to host the VNF-FG. Once a
path is found, then Dijkstra’s algorithm is executed for the last time
to find the path with the minimum cost from the current NFVI-PoP to
the end NFVI-PoP. The obtained path is used as input to one of the
optimal algorithms, depending on the type of VNF-FG to be embedded.
Similarly, Liu et al. [78] proposed a framework that allocates VNFs
of the same type from multiple VNF-FGs into one or more processing
cores of the same NFVI-PoP. First, a dynamic programming algorithm
is used to optimally join the requests. Second, either an optimal or an
approximation algorithm can be used to allocate the graph from the
former step into the infrastructure.

Focusing on minimising overall bandwidth usage, Jalalitabar et al.
[79] developed a heuristic. It orders VNFs to be embedded by CPU
requirement and splits them into groups of inter-dependent VNFs,
which results in groups independent from each other. Then, the first
VNF embedded of the first group is the one with the highest CPU
requirement, while the following VNFs of the same and following
groups are embedded in the closest NFVI-PoPs that have enough CPU
to host them.

Also introducing heuristic, Li et al. [28] aim to maximise the number
of accepted requests. The heuristic ensures their delay limits are met
on fat-tree topologies. They added pods, racks and tenants to the data
centre model. Requests from a tenant that use the same type of VNFs are
grouped to reuse common VNFs. A relaxed ILP formulation solves the
placement problem, and another relaxed ILP solves the chaining prob-
lem. Incoming requests are grouped with previous, such that already
deployed VNFs are reused to obtain near-optimal results proactively.
10
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Huang et al. [80] created a system where VNFs can be shared
among multiple SFCs at the same time, if they have enough processing
capacity. Moreover, VNFs can be scaled and/or migrated to new NFVI-
PoPs if doing so allow current and new requests to be embedded. The
decision making heuristic works by: (i) ordering VNFs considering their
dependency to reduce VNF instances, then for each VNF; (ii) trying to
reuse existing VNFs, and if it fails; and (iii) either scaling or migrating it
to another NFVI-PoP. Both scaling and migration are driven by a metric
based on resource usage that balances processing capacity of nodes and
accumulated link latency.

Three approaches concentrate on the objective of minimising the
consumption of host resources to handle both placement and chain-
ing [13,81,82]. The first [13] evaluates CPU and memory of NFVI-PoPs
and VNFs, along with provided user preferences over the allocation
of these resources to minimise the usage of CPU and memory of NFVI-
PoPs. To solve the VNF-FGE problem, autonomous software agents
control NFVI-PoPs. The belief–desire–intention (BDI) reasoning archi-
tecture [118] enables these agents to make reactive and proactive
actions towards the fulfilment of their intentions. Once an agent de-
cides to achieve some objective, such as having a suspicious flow
investigated, which can be motivated by network events or internal
reasoning, it triggers an auction so that the decision of which VNF
to be instantiated, its placement and chaining are collectively made.
The agent that provides the lowest cost to activate a VNF wins the
auction. Wen et al. [81] created a greedy algorithm that embeds
requests aiming to minimise the number of VNF instances in the network.
The approach evaluates the bandwidth and latency of virtual and
physical links, but does not specify what resource from NFVI-PoPs is
consumed by VNFs, which is only referred to as ‘‘resource". To avoid
the resource consumption of instantiating new VNFs to handle new
requests, the algorithm reconfigures underused VNFs to handle more
requests through a three-step process. First, NFVI-PoPs are sorted in
descending order of their available capacity. Second, all VNFs already
deployed are organised by their type in lists, which are sorted in
ascending order of the VNF requirement despite the NFVI-PoP resource.
Third, NFVI-PoPs that have enough resources to host a group of VNFs of
the same type receive a new VNF with their accumulated requirements,
while the original VNFs are removed from their NFVI-PoPs. This step
accounts for the bandwidth requirements of the VNF-FGs to which the
reconfigured VNFs belong. Aklamanu et al. [82] included not only
processing capacity but also memory and storage in their model of
VNF and NFVI-PoP, which aims to minimise the number of active NFVI-
PoPs. VNFs with high requirements are placed first at NFVI-PoPs with
high usage, in order to saturate a server before using a new one. Next,
chaining is performed by an extended A* path finding algorithm [119],
where the cost function uses either the number of hops or a tie-breaker
function that balances bandwidth and latency, in case of multiple paths
have the same hop count.

Approaches optimised towards both network and host factors can
e split into two groups: those that use cost measurements to place
nd chain VNF-FGs [29,75,76,83–87,98] and those that use alternative
easurements [27,88–90,99]. Approaches that use cost measurements

im to minimise the costs. Different cost factors can be used to estimate
n overall cost by combining the cost of individual factors [29,75,83–
6]. Despite the cost factor, approaches in this group use processing
apacity of NFVI-PoPs and VNFs and link capacity [29,75,84–86],
ogether with NFVI-PoPs storage capacity [29].

Zhang et al. [83] tackled the VNF-FGE problem in multicast topolo-
ies, which have sets of source and destination NFVI-PoPs, where for
ach destination a VNF-FG embedded into the network must be tra-
ersed to process the traffic. They model a Markov Model where states
epresent distinct solutions to the problem returned from a heuristic
ased on previous work [120] and the transition between states is
riven by cost changes. The heuristic connects the source NFVI-PoP to
ne of the destinations through the path with the least cost, which is as

metric defined by the operator, suggested to be the rate of bandwidth
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utilisation for links and resource usage for NFVI-PoPs. Using a distributed
strategy, Feng et al. [84] introduced a solution where NFVI-PoPs rely
on local knowledge about the embedded SFCs to minimise network and
host usage. At every timeslot NFVI-PoPs: (i) compute a transmission util-
ity measurement for itself and neighbours despite unserved requests;
(ii) compute a processing utility for itself; (iii) compute optimal alloca-
tion based on these utilities; and (iv) assume the highest utility locally
evaluated by NFVI-PoP is the global maximum. They argue that this
technique outputs close-to-optimal solutions.

From a different perspective, Feng et al. [29] created an integer and
a non-integer program to model the VNF-FGE problem, both aiming
to minimise the use of physical infrastructure. They show that the non-
integer version captures the capacity of splitting requests to improve
resource utilisation. A linear-time heuristic proposed to solve the ILP
model transforms it into a set of fractional knapsacks problems, one
for each pair of NFVI-PoPs and their connecting link, considering the
capacity of the NFVI-PoP and the link.

Feng et al. [75] modelled the embedding of VNF-FGs as an ILP-
optimisation problem, where both cost and revenue are specified based
on resource consumption and it aims to minimise the mapping of virtual
nodes and virtual links. These metrics are used by an ILP solver to find
optimal solutions. Xie et al. [85] introduced a MILP model that supports
multicast VNF-FGs, i.e. requests with multiple sources and/or multiple
destinations. To attack this NP-hard problem, they created a heuristic
that: (i) adds a hypothetical source connected to all the sources from the
multicast topology with unlimited bandwidth and 0 delay; (ii) calcu-
lates the shortest path to the closest NFVI-PoPs that can host the largest
amount of VNFs; and (iii) computes the shortest path between the last
deployed VNF and all destinations. Liu et al. [86] created a multi-stage
heuristic that embeds VNF-FGs into the physical infrastructure that
aims to minimise the network and host costs. Each stage represents the
possible embedding locations of a VNF from the request. The transition
between stages is done through a transition function that selects an
NFVI-PoP to host the next VNF such as to minimise the network cost.
Since only neighbouring NFVI-PoPs are evaluated by the transition
function, it also solves the chaining problem.

Spinnewyn et al. [87] built on top of Beck and Botero’s [22]
heuristic. They expanded the latter by allowing network services with
bidirectional chaining constraints and optional VNFs. To cope with
the added complexity, two heuristics were introduced: a backtracking
recursive heuristic derived from [22] and a Monte-Carlo tree search
strategy [121]. Both heuristics rely the same core routine that finds un-
finished VNF-FGs embedding and from the last allocated VNF a breadth
first search procedure searches the closest NFVI-PoPs that have enough
capacity to host the next VNF. Khezri et al. [98] conceived a meta-
heuristic for attacking the VNF-FGE problem through Q-learning [122],
which balances exploration and exploitation of different states by giv-
ing agents rewards that guide them towards the objective. In their
system, the states represent the allocation of virtual resources and
the reward is given by a function that penalises not achieving the
desired reliability and choosing servers and/or links with not enough
capacity for the current request. Neural network is used to guide
agents in the search of feasible solutions. Considering that some VNFs
could be shared by multiple requests, such as anti-virus, Mohamad and
Hassanein [76] constructed an ILP model whose main contribution is
having embedded VNFs being used by multiple VNF-FGs, i.e. sharing
its unused resources.

Six other approaches aim to minimise the use of network and host
resources [27,88–91,99], but do not rely on cost measurements. In
addition to the evaluation of bandwidth of links and storage capacity
of NFVI-PoPs, other factors such as NFVI-PoP and VNF processing
capacity [27,88,89], their memory, link latency and processing delay
are also used [88,89].

With the objective of reducing the number of backup VNFs and overall
physical resource consumption, Fan et al. [88] introduce a model to
11

measure the availability of a VNF-FG, which depends on how the VNFs
are connected and their availability. This model is added to the VNF-
FGE formalisation, and a greedy heuristic uses off-site NFVI-PoPs to
provide redundancy, and thus improve availability. It first embeds a
request to the data centre by calculating the shortest path between
the ingress and egress NFVI-PoPs, and places VNFs along the way.
Second, the two VNFs with the lowest availability are provided each
with a backup in an off-site data centre. Kuo et al. [27] built their
solution on top of the idea of reusing the spare processing capacity
of VNFs to serve multiple requests. The concept of reuse factor (the
number of VNFs from a VNF-FG request assigned to existing VNFs) is
introduced. A mathematical model guides the dynamic programming
algorithm towards feasible solutions that maximise the reuse factor while
minimising the path length. This algorithm incrementally finds sub-paths
that efficiently reuse VNFs and concatenates those sub-paths as the final
solution.

The GA proposed by Rankothge et al. [99] allows dynamic changes
in the physical infrastructure. They modelled the fitness function to
maximise both server and network usage. It evaluates the amount of
NFVI-PoPs used in a solution, the number of links used and how much
these two factors changed from the previous state. User preferences
allow the operator to change the importance of any component of this
function. Varasteh et al. [89] created a heuristic that: (i) decides where
to place a VNF based on a list of NFVI-PoPs that can be reached given
a minimum amount of bandwidth, which is constructed in linear time;
and (ii) chains the VNFs through a shortest path algorithm that balances
power consumption and maximum link delay. Weighting parameters
are used to selected the shortest path. Initially, high weight for low
power consumption and low weight for link delay are used, which are
gradually shifted until an acceptable solution is found. Fei et al. [90]
created a heuristic that proactively deploys and maintains unused VNFs
to avoid having to wait for the instantiation of VNF instances and
potentially delaying or denying requests. An online convex optimisation
algorithm called FTRL [123] is used to predict the amount and type of
VNFs needed in the next time slot, based on current and past requests.
Once new requests arrive, new VNFs are deployed, if needed, through
a heuristic that selects NFVI-PoPs with the maximum residual space
available. Next, a chaining heuristic that selects the paths with the
largest amount of bandwidth available is employed to connect the
VNFs. Lastly, Anwer et al. [91] introduced an inflation heuristic, where
VNFs that output more traffic than that received as input are placed
closer to the destination, while VNFs that reduce traffic are placed
closer to the source of the VNF-FG. Having all VNFs from different VNF-
FGs placed, their algorithm then decides what VNFs will be used for
which VNF-FG and their connecting paths by computing the shortest
weighted path. The weight for each path contemplates the physical
network distance and inflation factor of VNFs.

Finally, seven online approaches tackle the VNF-FGE problem with
the objective of maximising the revenue of infrastructure providers [12,
92–97]. While they all map link capacity, other factors such as link
latency [92,95], hop count [12], NFVI-PoP and VNF processing [12,92,
94–97], memory [92], storage [92,93], power consumption [92] and
reliability of VNFs and links [12] are also used.

The work of Rancheg et al. [92] aims to improve the service
provider’s profit by reducing energy consumption while considering
different energy prices over NFVI-PoPs. They use ILP to model energy
consumption of servers and add financial penalty paid to clients if
a request’s end-to-end latency is not satisfied. Three algorithms are
proposed to solve the modelled VNF-FGE problem: (i) an exact solution
that embraces SLA violations if it is profitable, i.e. revenue is higher
than penalty and energy costs; (ii) an exact algorithm that does not
accept SLA violations; and (iii) a heuristic that restricts the search
space by only considering paths with resource usage less than a certain
threshold. The resource usage of a path contemplates the use of NFVI-
PoPs and links. Sun et al. [93] used a Fourier-Series-based prediction
method [124] to anticipate the amount of VNFs that will be used in the

next time frame. In their model, placing VNFs a priori have a lower
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cost than doing so in the time of need. This information is used as
input to an algorithm that first releases the allocated VNFs and links of
expired VNF-FGs and then embeds the predicted VNFs. The decision-
making process that evaluates the best NFVI-PoP to host predicted
VNFs considers their resource usage and the proximity (in hop count)
to where the VNFs of the same type are currently deployed. Finally,
once new requests arrive, a heuristic merges existing and incoming
VNFs. Then, it places and chains them based on shortest path, using
previously deployed VNFs. Soualah et al. [12] modelled physical links
not only using their bandwidth capacity but also reliability, which is
characterised by the mean time between failures. To solve the VNF-
FGE problem, a decision tree is proposed where each node represents
the placement of a VNF. The connection between a father and a child
node translates to the mapping of the virtual path connecting these two
VNFs. The tree is incrementally created for each incoming request with
the help of Monte-Carlo tree search strategy [121], which also guides
the decision of the best embedding. To increase the service provider
profit, the algorithm rejects requests when there are many unreliable
links as the service provider has to pay penalties for SLA violations.

Ma et al. [94] introduced an online heuristic that prioritises the
allocation of incoming requests into idle VNFs, therefore avoiding
instantiation costs. The embedding process combines shortest path with
profit maximisation to decide where to instantiate VNFs and virtual
paths. The system periodically: (i) migrates VNFs to less expensive
data centres; and (ii) release idle VNFs, avoiding requests being denied
because of unavailable resources. The former action is triggered after
some pre-defined amount of time and the latter when a VNF has been
idle for a while. Ma et al. [95] introduced a comprehensive ILP model
of the VNF-FGE problem in its offline variant, providing a heuristic
to solve it aiming to maximise the total revenue while meeting end-to-
nd delay SLCs. This heuristic tries to find a suitable path to connect
he ingress and egress nodes of a SFC request using an approximation
lgorithm. Next, this heuristic is invoked by an admission control policy
hat dynamically evaluates whether accepting an incoming request
esults in high enough profit or not. It takes into account the current
tate of data-centres and the required resources of a given request.
hen et al. [96] modelled NFVI-PoPs that can host multiple VMs,
hich in turn can host multiple VNFs. This realistic mapping is coupled
ith a distributed algorithm where each VM makes decisions about

he creation or destruction of VNFs based on information about itself
nd immediate neighbours. Their distributed technique prioritises small
equests with high prices. It also tries to allocate incoming requests
nto existing VNFs before installing new ones, thus maximising the
umber of VNFs on a single VM. The authors prove that the distributed
lgorithm achieves asymptotically near-optimal performance regarding
ost reduction, which is its main objective. Finally, Xie et al. [97]
esigned an optimal placement algorithm aiming to increase revenue
or embedding VNFs in a given path. To jointly solve the VNF-FGE
roblem, it is then invoked for incoming requests, using the shortest
ath between the ingress and egress nodes. The optimal placement of
NFs is calculated using an augmented graph, which is formulated so

hat the shortest path in this graph results in the optimal allocation of
NFs.

Having made an orthogonal analysis of the area of VNF-FG em-
edding and described the state-of-the-art, we now discuss identified
hallenges and shortcomings.

. Challenges and shortcomings

The development of (sub-)optimal solutions to the VNF-FGE prob-
em has paramount importance for the successful NFV adoption. Based
n our review, we identified challenges and shortcomings that must
e overcome by future work, detailed next with recommendations for
uture research efforts.
Integration with VNF-CC and VNF-SCH. One of the challenges to

be overcome is how to provide VNF-FGE algorithms that also work
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s

together with algorithms for the VNF-CC and VNF-SCH problems. Few
research efforts [10,13,72,79] introduce approaches that can tackle
either VNF-CC or VNF-SCH along with VNF-FGE. However, no reviewed
work tackle these three problems altogether.

ETSI-compliant interfaces. Most approaches introduce a mathe-
matical formalisation of the VNF-FGE problem, propose a solution and
provide an empirical evaluation of its performance. However, the com-
pliance of these solutions with ETSI’s standards remains insufficiently
investigated. The NFV architecture introduced by ETSI [19] contains
interfaces with well defined operations [2], which are typically ignored
by current research. Furthermore, despite the fact that the VNF-FGE
problem is composed of two sub-problems, distinct algorithms that
tackle the placement and chaining problems cannot be easily integrated
to form a VNF-FGE solution. Fully embracing ETSI’s standards might
ease such efforts, allowing algorithms that attack the VNF-FGE problem
to be exchangeable in real-life applications.

Lifecycle management of VNFs. Future solutions to the VNF-
FGE problem should fully manage the lifecycle of VNFs. Currently,
most research efforts are concerned with modelling the instantiation
of VNF instances. However, other operations such as software upgrade,
instance modification [125], instance migration [41], instance scaling
up/down [99] and instance termination are commonly neglected. The
many challenges related to the lifecycle management of VNFs have
been discussed at length in [126,127].

Lack of factors and their relationships. The absence of network
and host characteristics such as latency, memory and storage capac-
ity complicates the adoption of approaches by network operators as
they do not reflect the network accurately. Moreover, not correctly
modelling the relationship between factors leads to unrealistic models
that do not entirely capture the behaviour of VNFs and the network.
Except for one reviewed work [92], current research efforts assume
that factors are entirely independent from each other, despite empirical
observations providing evidence otherwise [128,129].

Lack of user preferences. Allowing users to inform their pref-
rences over how much use of specific physical machines, network
inks and VNFs should be modelled into VNF-FGE approaches. We
dvocate that allowing the network operator to express preferences
ver parameters should improve the adoption of a VNF-FGE solution,
ecause the network operator could tune the algorithm to her specific
eeds without diving deeply on its internals. Currently, a few research
fforts take as input the user preferences over some characteristics but,
n general, do not provide complete control over the algorithm [13,41,
4,58,72,99].
Comparison of proposed algorithms. Most reviewed works pro-

ide an empirical evaluation of the proposed solution, which is com-
only compared with variants of the introduced algorithm and with

he optimal solution of the ILP or MIP formulation. However, despite
ackling the same problem, the comparison with previous work is
ncommon [22,61,67]. Given that algorithms aim to optimise the
llocation of specific factors (e.g. minimise bandwidth usage), the em-
irical evaluation should provide evidence of the non-optimised factors
e.g. CPU and memory usage), thus allowing researchers to evaluate
he behaviour of the proposed algorithm entirely. Moreover, there
s no common set of experiments in the literature to evaluate the
erformance of VNF-FGE algorithms, i.e. an evaluation methodology.
herefore, it is mostly impossible to compare and understand the trade-
ff between algorithms unless the authors have provided an explicit
omparison. Finally, we advocate that to compare VNF-FGE algorithms,
uture research efforts should focus on establishing common ground by:
i) using the same set of facets and their non-linear relationship [129];
nd (ii) creating an evaluation methodology, specifying test scenarios,

calability patterns and mandatory measurements.
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7. Conclusion

In this paper, we surveyed the existing literature that proposed
approaches in the context of the VNF-FGE problem. Existing work was
classified according to a proposed taxonomy, composed of five facets,
namely behaviour, allocation task, objective, factors and technique
style. These facets not only allow to classify research proposals, but also
understand their key characteristics, thus facilitating their comparison.
The facets also serve for authors of future approaches as a checklist of
aspects to be considered. Finally, we outlined shortcomings of current
research efforts as well as open challenges, leading to future directions
in the area.
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