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Abstract. The quantum threat affects a multitude of network protocols,
frameworks, and systems that use public-key cryptography. OpenID Con-
nect (OIDC) and OAuth 2.0 are no exception, which means they must
transition to Post-Quantum Cryptography (PQC). However, the long
lifetime of access tokens necessitates this shift, if we consider the possi-
bility of a record-now-decrypt-later attacker retrieving and subsequently
impersonating users with these tokens. In this research, we conduct a
thorough literature review to identify existing solutions to this problem,
suggest modifications to OAuth 2.0 and OIDC and their underlying pro-
tocols to make them quantum-safe, then implement and evaluate the
effects of PQC on a realistic OIDC study case. Our findings reveal that
PQC-based OIDC has the same or better performance in low-latency set-
tings, but the handshake of PQC-based TLS accounts for fifty percent
of the overall duration in high-latency scenarios.

Keywords: Post-Quantum Cryptography - PQC - OpenID Connect -
OAuth + OAuth 2.0 - Electronic Identity - Identity.

1 Introduction

The OAuth 2.0 protocol introduced standard flows for a client (such as a web
application or mobile app) to interact with an Identity Provider (IdP) and obtain
authorization to access electronic IDentity (eID) attributes or perform actions
on behalf of an eID [6]. However, due to its emphasis on authorization rather
than authentication, crucial aspects of eID were omitted. For example, there is
no regulated method for requesting common elD attributes such as name and
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email address, nor for requesting two-factor authentication. The OpenID Con-
nect (OIDC) protocol was developed to address these issues [27]. In practice, it
is an extension of OAuth 2.0 that introduces uniformity for common attributes
(e.g., name, email, address, phone number, etc.) and permits Service Providers
(SPs) to request IdPs to enforce multi-factor authentication, among other fea-
tures. OAuth 2.0 and OIDC are the current de facto standards for working with
elDs. They are utilized daily by billions of users via industry-leading IdPs like
Google and Facebook (now Meta).

However, these users are susceptible to quantum attackers disclosing their pri-
vate information or impersonating them. Although there is no known quantum
computer with sufficient processing power to break the cryptographic protocols
underlying OAuth 2.0 and OIDC, intercepted communications can be stored
for when such devices become available. Specifically, a record-now-decrypt-later
attack could be used to retrieve access tokens from the past, enabling imperson-
ation in the future. Consequently, these protocols (and their implementations)
must be updated immediately to counteract this threat.

Quantum threats target applications and network protocols reliant on classi-
cal cryptography. By classical cryptography, we mean public-key schemes based
on the Integer Factorization Problem (IFP), the Discrete Logarithm Problem
(DLP), and the Elliptic Curve Discrete Logarithm Problem (ECDLP). Several
network protocols, including JSON Web Token (JWT) and TLS, employ these
schemes, which are vulnerable to Shor’s algorithm [31]. Under Grover’s algo-
rithm [5], symmetric-key schemes such as AES are also threatened by quantum
computing. If their security settings can be increased, they won’t need to be
replaced once their security is cut in half. Maintaining the initial guarantees
only requires doubling the security parameters.

In this context, classical public-key schemes will likely be replaced in the
future by Post-Quantum Cryptography (PQC) or quantum-safe cryptogra-
phy [21]. PQC algorithms are based on a variety of mathematical problems
believed to be intractable by both non-quantum and quantum adversaries. The
alternative PQC solutions are based on lattice-based cryptography, multivariate
cryptography, code-based cryptography, hash-based cryptography, or isogeny-
based cryptography. In this context, a global-scale transition to PQC is expected
in the coming years, with systems, protocols, and applications in general begin-
ning to use new cryptographic schemes. We anticipate that the same transition
will occur for OAuth 2.0 and OIDC. One challenging part of this transition to
PQC is the increased size, which can impose delays in the protocol. Besides, they
can incur in other performance drawbacks (e.g., increased computational time).

In this research, we analyze the essential components of OAuth 2.0 and
OIDC, suggesting and empirically evaluating modifications to protect them from
quantum attackers. In conclusion, our contributions are as follows:

— We conduct a rigorous and reproducible systematic literature review to deter-
mine the current state of post-quantum OIDC and OAuth 2.0;

— We propose improvements to OAuth 2.0 and OIDC, as well as their underlying
protocols TLS and JWT, to make them quantum-safe;
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— We provide a post-quantum implementation of OpenID Connect, built with
the integration of PQC algorithms in JWT and also TLS, as well increasing
parameters in symmetric primitives; and

— We conduct a series of reproducible experiments using a realistic scenario and
multiple configurations to evaluate the performance of our proposal.

The rest of this article is structured as follows. Section 2 goes over OAuth 2.0,
OIDC, TLS, and PQC. The rigorous systematic literature review conducted to
discover and evaluate existing approaches is then presented in Sect. 3. Section 4
proposes changes to these protocols to make them more resistant to quan-
tum attackers, and Sect. 5 introduces our evaluation strategy and the results
obtained. Section 6 concludes with closing remarks.

2 Background

2.1 OAuth 2.0

The OAuth 2.0 protocol was introduced in 2012 to allow third-party applications
to access data and perform actions on behalf of users [6]. It is based on the
distribution of tokens and establishes four roles: (i) the end-user is the resource
owner; (i) the client is the application that requests the resource owner’s data;
(iii) the authorization server, i.e., the IdP, grants access tokens for a client to
access the resource owner’s data after authenticating the resource owner and
obtaining their authorization; and (iv) the resource server hosts the protected
resources and responds to requests.

The protocol provides three standardized flows for clients to obtain resource
owner data, one of which is intended to facilitate the transition from basic and
digest authentication schemes, as well as other schemes, to the two major flows.
The authorization code grant, in which tokens are exchanged between the Relying
Party (RP) and the IdP over a secure back channel, and the implicit grant, in
which all interactions occur through the user’s browser, are the two flows in
question. Effectively, only the authorization code grant should be used, as the
implicit grant is known to have security flaws, such as the impossibility to detect
replay attacks [19]. The authorization code grant is depicted in Fig. 1, where red
text indicates OAuth’s optional parameters that are mandatory on OIDC and
bold red text indicates new mandatory values added by OIDC.

First, the user requests a protected resource from the RP via their user agent
or attempts to access a restricted area. If there is no cookie or other storage
mechanism storing a session identifier proving that the end user has previously
authenticated and authorized this client to access their data, the authorization
code grant process begins. Users are frequently presented with one or more IdPs
in which the RP is registered and asked to select one.

Second, the RP directs the unknown user to the TLS-secured authorization
endpoint of the selected IdP. The protocol does not specify how the RP finds
the authorization endpoint. This usually occurs during the client registration
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Fig. 1. OAuth 2.0’s authorization code grant flow. Dark-colored values indicate manda-
tory parameters, while red-colored values are optional values made mandatory by
OIDC. The bold red id_token is a new, mandatory OIDC value. (Color figure online)

process in the IdP, which is also out of scope. The user agent performs the redi-
rect, which includes two mandatory parameters: response_type, which contains
the value token indicating that this is the authorization code grant flow, and
client_id, which contains the RP’s identification. In OAuth 2.0, the scope and
redirect_uri are optional parameters, whereas they are required in OIDC, as
will be explained later. The scope parameter specifies which personal informa-
tion the RP requests from the IdP. For example, the user’s e-mail and postal
addresses, or permission to perform an action on the user’s behalf, such as updat-
ing an attribute. The redirect_uri parameter specifies the RP-controlled URL
to which the user agent will be redirected after authentication and authoriza-
tion. These parameters are optional, and if they are not specified, the values
established during the client registration process are used.

Third, after receiving the request, the IdP authenticates the user and obtains
their permission to access the requested resource. The protocol does not specify
how users are authenticated or granted authorization. Similarly, available scopes
are defined by the IdP and communicated to the RP either during the client
registration process or via another mechanism. Authentication can be as sim-
ple as a username and password, or as sophisticated and secure as multi-factor
authentication. This is not covered by OAuth 2.0.

Fourth, if the user is successfully authenticated and grants authorization, the
IdP issues a short lived authorization code. The code parameter of the redirect
response is used to send this to the RP via the user agent. If an error occurs,
the IdP notifies the user and uses the error parameter instead of code.

Fifth, the client makes a TLS-secured token endpoint request. Four parame-
ters are required: (i) grant_type is authorization_code; (ii) code is the autho-
rization code from the previous step; (iii) redirect_uri is the same as in the
second step or is omitted; and (iv) client_id is the same as in the second step if
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no client authentication is performed. It is important to note that in OAuth 2.0,
web applications are considered confidential clients and thus require some form
of authentication to access the token endpoint. Although the protocol does not
specify an authentication mechanism for clients, the OAuth 2.0 Security Best
Cwrrent Practice [19], an RFC that addresses OAuth 2.0 security, recommends
a challenge-response protocol specifically designed to authenticate clients [25].

In the sixth and final step, the IdP verifies that the authorization_code
received was issued to the authenticated client and that the redirect_uri
matches what was provided in the second step, if previously informed. An
access_token is then issued along with a token_type, which instructs the RP
on how to make requests to the user-authorized protected resources. In OIDC,
an id_token is also issued. After receiving the access_token, the client can use
it to request the protected resources from the resource server.

2.2 OpenID Connect

Even though OAuth 2.0 standardizes roles, flows, and messages, practitioners
must still fill in numerous gaps. It does not, for example, address client registra-
tion, indicate the authentication factors used, or create a mechanism for clients
to discover IdP endpoint URIs. OpenlID Connect was presented as a solution for
these and other issues [27].

OIDC adds an identity layer to OAuth 2.0. This is accomplished in a
non-destructive manner by leveraging OAuth 2.0 optional parameters and the
requirement to ignore unrecognized request and response parameters to/from
the token and authorization endpoints. The modifications to the OAuth 2.0
three-party handshake are depicted in red in Fig. 1 and described below.

First, the scope parameter must contain the value openid. This is possible
due to the fact that OAuth 2.0 permits multiple values separated by spaces for
this parameter. OIDC defines four additional scopes that the RP can use to
request user-related information: (i) profile, which requests the user’s name,
nickname, picture, website, gender, birthdate, and other personal data; (ii)
email requests access to email address and email verified, a boolean value
indicating whether or not it has been verified; (iii) phone asks for phone number
and phone_number _verified; and (iv) address.

It is worth noting that in OIDC, user-related data is referred to as claims.
A claim is a piece of information asserted about the user by the IdP or other
attribute provider. The user claims requested by the client are accessed via the
userinfo_endpoint, which receives a valid access_token and returns the claims
this token is authorized to access.

Second, in OIDC, the redirect_uri parameter is required and must match
the URI specified in the client registration. The OIDC' core specification, like
OAuth 2.0, assumes the RP is registered and knows the IdP’s communication
endpoints. These two challenges are addressed by two additional specifications:
OpenID Connect Dynamic Client Registration (OIDC-DCR) [26] and OpenID
Connect Discovery (OIDC-D) [28]. These two specifications, along with the
OIDC core, make up what is collectively referred to as the OIDC dynamic. In the
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OIDC-DCR specification, a client sends one or more redirect_uri and other
optional parameters and receives a client_id and optionally a client_secret.
The OIDC-D protocol defines the URI /.well-known/openid-configuration,
which clients use to discover the endpoints and algorithms supported by an IdP.

The final and most significant modification to the OAuth 2.0 three-party
handshake occurs in the response of the token request: OIDC adds a required
response argument named id_token. This token contains information regarding
the user’s authentication, including the token’s issuer, the intended audience
(one or more client_id), a unique identifier of the end-user in the IdP, the date
and time of the authentication, and the token’s issued and expiration times. This
token may also include optional information such as the authentication context
class, which indicates the level of assurance of the authentication process [9],
and an array of IdP-defined authentication method reference, such as password,
PIN, and facial recognition.

2.3 OAuth 2.0 and OIDC Security Considerations

Known threats to these two protocols include resource owner password guess-
ing, token fabrication, Cross-Site Request Forgery (CSRF), eavesdropping access
tokens, and client impersonation of resource owner [20]. Let us roughly divide the
attack surfaces into two categories: communication and stationary. To mitigate
communication-related threats, both OAuth 2.0 and OIDC require the use of
Transport Layer Security (TLS) [24] to authenticate RP and IdP and to ensure
the integrity and confidentiality of exchanged messages [6,27]. Regarding sta-
tionary data protection, however, the original OAuth 2.0 specification does not
specify how tokens (refresh_token and access_token) should be constructed;
it only states that other parties should be unable to generate, modify, or guess
them [6]. The OIDC protocol, on the other hand, requires the use of JWT [13]
to implement the id_token [27].

The JWT is a JSON-based data structure consisting of a header, content, and
signature. The header describes the cryptographic operations performed on the
content: none, encryption, signature, or both. The JWT-based id_token must
be signed. The IdP makes the public keys for signature verification available in
a publicly accessible endpoint called jwks_uri, the value of which can be found
using OIDC-D [28]. This URI returns a JSON Web Key (JWK) [11], a JSON
structure containing the public key, key id, and other key-related data. It is worth
noting that there is an OAuth 2.0 equivalent to the OIDC-D specification, namely
the OAuth 2.0 Authorization Server Metadata [16], as well as a specification
that standardizes the use of JWT for OAuth 2.0, namely the JSON Web Token
(JWT) Profile for OAuth 2.0 Access Tokens [4].

2.4 Transport Layer Security 1.3

To exchange protocol messages, OpenlD Connect and OAuth 2.0 require a secure
and authenticated communication channel. Both standards require the use of
TLS for communication security. The TLS protocol (version 1.3) is defined on
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RFC 8446 [24] and is often used in this scenario. TLS consists of three com-
ponents: a Handshake protocol, where an Authenticated Key Exchange (AKE)
takes place; a Record protocol specifies symmetric encryption for the communi-
cation; and an Alert Protocol, which specifies error messages and conditions.

TLS Handshake. An AKE is performed in every TLS 1.3 full handshake. The
parties exchange a shared secret that is further derived into a set of traffic keys,
later used in the Record Protocol for encrypting application data. During the
handshake, the TLS server authenticates itself to the TLS client. A x509 digital
certificate is often used, but authentication with Pre-Shared-Key (PSK) is also
supported. The server can, optionally, request client authentication. We describe
the handshake in three steps:

1. The client send the first handshake message: ClientHello, among with
optional extensions. Normally it sends a random nonce, protocol versions,
list of supported ciphersuites, among other information. For forward secrecy,
a keyshare is sent composed by the Elliptic-Curve Diffie-Hellman Ephemeral
(ECDHE) public part. Although optional, at least a keyshare or a Pre-shared-
Key message must be sent.

2. The server replies with negotiated parameters, such as the selected cipher-
suite, and additional (optional) messages. A certificate and certificate verify
message is often present part of TLS server authentication. The first is the
digital certificate and the second is a signature for key confirmation. An alter-
native is the server authentication through the PSK, e.g. in a resumption
session, where the certificate is not sent by the server. The authentication
ends with the finished message, where a HMAC is computed from the tran-
script of the handshake context. At this point, the server can send encrypted
application data to the client.

3. Upon reception, the client can complete the ECDHE KEX and derive symmetric
keys for the communication. The handshake is completed with the client’s
finished message.

TLS Record Protocol. After the authentication and exchange of symmetric
keys, the parties then communicate application data using encrypted records.
The ciphersuite in use is the one agreed during the handshake; if they do not
agree on a ciphersuite they abort the communication (specified in the Alert Pro-
tocol). Examples of ciphersuites specified by ITANA include [8]: TLS_AES_128_GCM
_SHA256, TLS_CHACHA20_POLY1305_SHA256, among others.

TLS Alert Protocol. It defines error situations and actions that TLS peers
have to take. There are two types of alerts: closure or error. Closure alerts
are important to avoid the “truncation attack” [3], and they occur voluntarily,
whereas an error alert causes both parties to immediately close the connection.
All alert messages are encrypted as specified by the current connection state.
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2.5 Post-Quantum Cryptography

At the time of writing, algorithms part of Post-Quantum Cryptography (also
called Quantum-Safe cryptography) are under scrutiny by the cryptographic
community. Designed to be resistant to a Cryptographically Relevant Quantum
Computer (CRQC), PQC algorithms can execute in classical computers to pro-
tect data against both classical and quantum attackers. The protection is based
on mathematical assumptions with no (known) quantum or classical solution.

NIST is conducting a notable PQC standardization process [21], and several
international agencies have declared that they will follow the NIST PQC pro-
cess [7]. The proposals are for Key Exchange (KEX) and digital signatures. Cur-
rently at Round 4, NIST selected CRYSTALS-Kyber for KEX, and Dilithium,
denoted as the primary choice, Falcon, and SPHINCS+ for digital signatures.
Even though some PQC algorithms belong to the same group (or type), their
public keys and output sizes are different. This information is presented in Table
1. The sizes are given in bytes, and correspond to NIST security levels 1 through
5. Level 5 increases both security and the size of public keys and outputs.

Table 1. PQC algorithms sizes (NIST’s Process Round 4 finalists)

Type Based on | Algorithm | Public key size | Output size
KEX Lattice Kyber 800 to 1568 768 to 1568
Signature | Lattice Dilithium 1312 to 2592 2420 to 4595
Falcon 897 to 1793 690 to 1330
Hash SPHINCS+ | 32 to 64 7856 to 49856

The differences between the algorithms compose some of the important fac-
tors to consider when deploying PQC in network protocols. For instance, Sik-
eridis et al. [32] showed that the increased size of PQC can slowdown network
performance due to TCP congestion control mechanisms. In addition to sizes,
computational cost is also an important factor, but it can vary significantly on
different hardware and specific implementations.

Post-Quantum Adoption in TLS. One of the weaknesses of TLS 1.3 is that
it does not prevent from quantum attacks. To address this issue, researchers
start to develop and test quantum-safe algorithms integrated in the protocol’s
handshake. One notorious initiative is the Open-Quantum Safe (OQS) project,
which provides PQC libraries and integrates it in a variety of network proto-
col implementations, such OpenSSL [33]. Using those libraries, literature shows
different TLS benchmarks comparing post-quantum and classical implementa-
tions [22,32]. In summary, lattice-based algorithms are generally fast but with
an increase in terms of size of cryptographic objects (e.g., public keys). Addi-
tionally, there are disruptive proposals, which changes the TLS handshake aim-
ing for a better performance. One example is KEMTLS [29] and KEMTLS-PDK
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[30], which replaces signature schemes used in TLS handshakes by post-quantum
KEMs. Still, PQC adoption in TLS remains challenging in practice, since revo-
cation data in TLS, PKI migration issues and other situations are not yet fully
explored by the literature.

3 Related Work

3.1 Method

The review protocol consists of five steps [17]: (i) research questions definition;
(ii) search strategy for primary studies; (iii) definition of inclusion criteria; (iv)
classification of the papers; and (v) data extraction.

The first step is to establish the scope, which we do by developing two
research questions. We want to understand “How and which PQC algorithms
were used to secure OpenID Connect and OAuth 2.09” and “What is the impact
of replacing quantum-vulnerable cryptographic primitives with PQC alterna-
tives?” Our search strategy is based on these research questions and consists
of using related PQC terms defined in a search string. The search string is
used to query primary study sources (e.g., SpringerLink). We constructed the
string in accordance with the Population, Intervention, Comparison, Outcomes,
and Context (PICOC) guideline [23], where the population consists of OpenID
Connect, OAuth 2.0, and JWT; post-quantum cryptography is the intervention
technique; and the underlying mathematical assumptions and names of PQC
algorithms were used for comparison. It is worth noting that when we ran the
search string, we discovered that the terms referring to the PICOC outcomes
and context significantly reduced the number of papers returned by the search
libraries. As a result, we simplified the search string in order to increase the
number of papers. Figure 2 depicts the final search string.

(OpenID OR OIDC OR OAuth OR JSON Web Token OR JWT OR JSON Web Signature OR JWS)
L J

.
AND
e

r N
[post-quantum OR (code OR hash OR (McEliece OR KYBER OR FALCON OR
isogeny OR multivariate OR code OR —— OR ——— DILITHIUM OR NTRU OR Rainbow OR
hash OR lattice OR LWE OR SPHINCS OR BIKE OR FrodoKEM OR
learning with errors) SIKE OR GeMSS OR Picnic OR

HQC OR SABER)]

Fig. 2. Search string.

Typically, a systematic study identifies selection criteria for relevant papers,
i.e., papers that provide (partial or complete) answers to the research questions.
In Table 2, we define one Inclusion Criterion (IC) and two Exclusion Criteria.
In summary, ECs exclude papers that are not primary computer science studies,
and if the paper satisfies IC-1, it will be included in our results set.
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Table 2. Inclusion and exclusion criteria.

Inclusion criteria

IC-1 | The paper investigates or proposes post-quantum OAuth 2.0 or OpenID Connect.

Exclusion criterion

EC-1| The search result is a book of proceedings.

EC-2| The research work is not in the area of computer science.

3.2 Execution

Figure 3 depicts the search execution method. We queried databases for primary
studies and patents on May 4, 2022. Each action outlined eliminates unrelated
search results. After applying Inclusion Criteria (IC), the final set of related
works consists of a single primary study. This finding suggests that little research
has been conducted on this subject to date.

- Remove Selection Criteria
: Duplicates :  EC-1 EC-2 11C-1

Query Databases

ACM Digital Library
IEEE Xplore

ScienceDirect

SpringerLink

82
Scopus +—ﬁ :

+42

Web of Science

1 - - - -
R OO OS OO

Fig. 3. The steps of our systematic literature review.

Post-Quantum JW'T. Our systematic search revealed a single relevant work.
Alkhulaifi and El-Alfy [1] assessed the performance of two lattice-based signa-
ture algorithms for JWT authentication. They compared two PQC algorithms
(Dilithium and qTesla) to RSA in their study. They selected the NIST PQC pro-
cess (Round 2) implementations using security levels one and three. The JWT
body in their implementation is composed of random data. They demonstrated
that Dilithium achieves superior performance when deployed in an HTTP client-
server implementation, both in terms of requests per second and average response
time. The comparison focuses solely on signatures, so the transfer of public keys
does not factor into the evaluation. In addition, their research only considered
local evaluations, i.e., client and server running on the same machine, thereby
excluding network conditions from the analysis.
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Open Challenges. After conducting a systematic literature review, we iden-
tified open challenges. First, there are no practical OIDC or OAuth 2.0 post-
quantum evaluations. A practical evaluation would include network conditions
imposed by geographically distant servers and the connections required to com-
plete authentication and authorization processes following these protocols. This
void is the primary focus of our efforts. Secondly, the only post-quantum JWT
evaluation does not take elliptic-curve signatures into account, resulting in supe-
rior performance and smaller sizes compared to RSA [1]. It is crucial to include
elliptic curves in the analysis, particularly when comparing to PQC sizes.

4 Post-Quantum OAuth 2.0 and OIDC

OAuth 2.0 and OIDC are application-level protocols that delegate the majority
of the security heavy-lifting to TLS and JWT. Aside from mandating the use
of these protocols as building blocks and providing implementation guidance to
prevent security flaws, few security requirements remain undefined.

OAuth 2.0 includes numerous security considerations for protocol-level mes-
sages and parameters. The only other security requirement besides the use of
TLS is that the probability of an attacker guessing a token must be less than or
equal to 27128 and ideally 27160 [6]. In other words, servers must issue tokens ran-
domly (one token must be independent from others). Consequently, given that:
(i) access tokens can have a long lifetime; and (ii) a malicious agent can per-
form a record-now-decrypt-later-attack with a quantum computer using Grover’s
algorithm [5]; the probability of guessing a token must be reduced to less than
27256 and preferably less than 27320 to account for quantum attackers.

Transporting tokens via OAuth 2.0 and OIDC requires the use of the TLS
protocol. At the time of writing, the most recent version of TLS is 1.3, which is
also vulnerable to quantum attacks. In the context of TLS, there are three major
concerns about quantum attackers. First, the minimum block size for symmetric
encryption in AES is 128 bits, which is vulnerable to Grover’s algorithm and
must be increased to 256 bits in order to maintain the same level of security.
Second, TLS authenticates the server and, if mutual authentication is enabled,
the client using x509 digital certificates. Since the authenticity of digital certifi-
cates is dependent on digital signatures and Shor’s algorithm [31] poses a threat
to IFP, DLP, and ECDLP-based signature algorithms such as RSA and ECDSA,
quantum-safe signature schemes must be utilized instead. Third, TLS employs
KEX mechanisms such as DHE and ECDHE to derive symmetric keys and for
Forward Secrecy. However, these mechanisms are vulnerable to Shor’s algorithm
and must therefore be replaced with quantum-safe alternatives.

Quantum attackers also pose a threat to the JWT family of specifications.
The JSON Web Encryption (JWE) [15] and JSON Web Signature (JWS) [12]
standards describe, respectively, how to encrypt and sign JWTs. Although token
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encryption is not required by OAuth 2.0 or OIDC, 256-bit AES must be used to
achieve 128-bit security against quantum attackers if it is used. JWE implemen-
tations must support both 128-bit and 256-bit AES block sizes [10], in general,
not a significant issue. Additionally, the same flaws that affect x509 signatures
also affect JWT signatures. Consequently, PQ signature algorithms are required.

To successfully communicate, both IdP and RP must support PQ signature
algorithms in their TLS and JWT implementations. Unlike TLS, where the hand-
shake is terminated if client and server support different signature algorithms, in
OIDC the “signing party MUST select a signature algorithm based on the algo-
rithms supported by the recipient” [27]. Thus, we propose replacing “MUST”
with “MAY” to allow the signing party to refrain from signing a JWT with an
insecure signature algorithm if the recipient does not support PQ signature.

Finally, it is critical to consider the implications of increasing symmetric
encryption block and key sizes, as well as replacing KEX and signature algo-
rithms with quantum-resistant alternatives. At the time of writing, the NIST
standardization process was not completed. Nonetheless, the finalists’ KEX and
signature algorithms have larger key and signature sizes than elliptic curve solu-
tions. As a result, identity architects and implementers must be aware of the
additional requirements for storing and transporting PQ-JWTs in PQ-TLS. To
that end, we empirically evaluate the NIST’s final signature algorithms in a
real-world OAuth 2.0 and OIDC implementation with PQ-TLS, as described
below.

5 Empirical Evaluation

5.1 Case Study

Although the three-party authorization handshake is emphasized in scientific
and non-scientific literature, it represents only a portion of the interactions that
occur when a real RP consumes user data from an IdP. Figure 4 depicts the
entirety of our scenario, which includes the following interactions.

The first set of interactions is identified by the dotted rectangle with a cap-
ital letter A in the upper-right corner. As stated previously, an RP must first
determine the URLs of an OIDC provider’s endpoints. The OIDC-D [28] specifi-
cation defines /.well-known/openid-configuration for this specific purpose.
In response to an HTTP GET request to this resource, the IdP returns a JSON
containing its endpoints. Figure 4 depicts the endpoints returned by the IdP
that are subsequently utilized. The RP then accesses the jwks_uri returned in
the previous step to obtain the public keys used to sign the tokens.
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The second set of interactions, referred to as B, begins with the user accessing
the RP’s main page, which uses Cascading Style Sheets (CSS) and JavaScript
(JS) resources. We combined all JS and CSS into a single file. The user then
accesses a protected page, which requires identification and authentication of
the end user as well as authorization for the RP to access their personal infor-
mation. This initiates the three-party authorization handshake, which redirects
the user to the IdP authentication and authorization page, which includes its
own CSS and JS resources. The user then enters their username and password for
authentication and, on the same page, checks the box to authorize the sharing
of their nickname, full name, and e-mail.

The back-channel portion of the handshake begins after submitting the cor-
rect information and being redirected to the RP. Three tokens are created in
our scenario: the OAuth 2.0 access_token and refresh_token, as well as the
OIDC id_token. They are all JWT-based and signed with the same private key.
It is worth noting that the RP then makes a second request to the jwks_uri.
This occurs because the IdP may have rotated the keys used to sign the tokens,
necessitating the acquisition of a new copy of the public key currently in use.

Following the authentication and authorization dance, the third set of
requests and responses begins by redirecting the user to a welcoming page. The
user agent requests the welcome page, causing the RP to contact the IdP and
request the previously authorized user data. The RP incorporates the previously
issued access_token into the request, which is validated by the IdP, resulting in
the retrieval of the requested data. The RP assembles the welcoming page using
this data and returns it to the user. This page also includes CSS and JS files.

The final group of interactions pertains to the user’s logout. Beginning with
the user requesting logout from the RP, the user agent is redirected to the
end_session_endpoint URI of the IdP, which contains the id_token, and the
post_logout_redirect_uri of the RP. This is the URI of the RP to which the
user will be redirected after terminating her session on the IdP.

There are twenty two GET and POST requests in our real-world scenario. It
is build on top of OAuth 2.0 [6], JWT Profile for OAuth 2.0 Access Tokens [4],
OIDC core [27], discovery [28], RP-Initiated Logout [14] and the JWT family [10-
13,15).

5.2 Prototype Implementation

We implemented the evaluation scenario in Python 3 using pyoidc!, an OpenID
Foundation-certified OIDC Core, OIDC-D, and OIDC-DCR implementation.
JWTs are assembled, encrypted, and signed using pyjwkest?. In order to have
a functional PQ-OIDC implementation, the NIST’s fourt round finalist signa-
ture algorithms were added. We used the Python 3 binding of Open-Quantum
Safe (OQS) to access the C implementation of these algorithms [33]. The OQS

! https://github.com/OpenIDC/pyoidec.
2 https://github.com/IdentityPython/pyjwkest.
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project also provides a modified 1ibssl containing the PQ-KEX and PQ sign-
ing algorithms, which our Python implementation employs for PQ-TLS. Our
implementation and empirical evaluation are embedded within Docker contain-
ers, making it simple to reproduce our experiments. The source code for our
implementation and experiments is open-source and publicly available?.

5.3 Experiment Plan

The experiment entails evaluating the size of messages exchanged and the elapsed
time for pre-quantum and post-quantum KEX and signature algorithms in the
previously described evaluation scenario on servers with increasing geographical
distance. Let us concentrate on the impact of size on PQ algorithms. Except for
cryptographic objects, the content of messages exchanged in our scenario remains
constant, allowing us to create an estimate of the impact of cryptographic objects
in pre-quantum and post-quantum OIDC. The overall cost OIDC*%*¢, in bytes,
can be defined as shown in Eq. 1.

OIDC*** =Nrpg * (TLSE%x + TLSY 5, )+
NJWK * JWKISDZIZ(S

Where Ntpg is the number of TLS Handshakes; T'L fngeX refers to the size
of the TLS ClientHello and ServerHello messages; T LS5, corresponds to
the size of TLS authentication considering handshake signature and certificates;
N jwr is the number of JWTs exchanged and JWT: §§ge is the size of the signature
present in each JWT; Njw i is the number of public keys stored in JWKs
exchanged in the scenario, and JW K% the size of those keys.

It is important to note that for TLS authentication, we incorporate the Cer-
tificate Authority (CA) intermediate and root certificates. Also, to better reflect
real-world settings, the server certificate incorporates Signed Certificate Times-
tamps, a standard for publicly reporting TLS server certificates as they are issued
or observed for the sake of auditing CAs’ activity [18]. In addition, due to TLS
connection resumption across peers, not all TLS handshakes in the real world
have identical sizes. To simulate the worst-case scenario, however, we perform
a new TLS handshake for each of the Nyps = 22 connections. Consequently,
this model provides an upper bound for the expected cost (in terms of size) for
OIDC scenarios. Furthermore, N jyy i is 2 as there are two calls for the jwks_uri,
and Ny is 8: the IdP issues one access_token, one refresh_token, and one
id_token that are sent to the RP; the RP then sends the access_token to con-
sume the userinfo_endpoint; and the request to /logout and the following
redirect results in the exchange of the id_token four times.

Table 3 shows configurations used in each experiment, as well as the expected
costs, in bytes. The first two rows show the experiments where classical cryptog-
raphy is in use, while the following rows compose the post-quantum evaluations.

3 https://github.com/fredericoschardong /post-quantum-oidc-oauth2.
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We estimate the costs of the cryptographic objects present in each TLS hand-
shake (second and fourth columns), as well as the JWT and JWK (fifth and
sixth columns), which include a digital signature and the public key. Unlike the
TLS handshake, which occurs for all twenty-two requests in our scenario, the
JWT and JWK parts are present in some messages, as described above.

Table 3. Algorithm configurations with expected costs in terms of size

TLSkpx | TLS3#5x | TLS Auth JW Tsign | TLSZ5, | JWTEE JWKFE | OIDC ¢

ECDHE | 626 ECDSA 1563 64 64 48798
RSA 2048 3309 256 256 89130

Kyber512| 1976 Dilithium 2 19419 |2420 1312 492674
Dilithium 3 26576 3293 1952 658392
Dilithium 5 36309  |4595 2592 884214
Falcon-512 7541 690 897 216688
Falcon-1024 13919 |1330 1793 363916
SPHINCS+128 103553 17088 |32 2458406
SPHINCS+192 215166 |35664 |48 5062532
SPHINCS+256 316869 49856 |64 2458406

We selected ECDHE and Kyber512 for the pre-quantum and post-quantum
TLS KEX, respectively. ECDHE p256 is standardized and Kyber is the finalist
of the NIST Round 4 standardization process. As we can see in Table 3, TLS
authentication have a significant impact, and so we compared two commonly-
used classical algorithms (ECDSA p256 and RSA2048) against three post-
quantum (Falcon, SPHINCS+, and Dilithium), the latter are going to be stan-
dardized by NIST. For simplicity, the same algorithm is used for TLS authen-
tication and JWT Signature. The overall cost is increased in the post-quantum
scenarios. Regarding SPHINCS+, we selected SHAKE256 as hash function, due
to the overall performance without considering hardware optimizations; and with
fast-simple parameter set, also focusing on performance (please refer to [2] for
additional information).

5.4 Experimental Results

We ran the realistic scenario a thousand times for each algorithm configura-
tion described in Table 3 on Amazon EC2 t2.micro instances with 1 vCPU
and 1 GB of RAM in five distinct locations and collected data. We begin by
outlining the timings for each algorithm option. Figure 5 depicts the results of
all scenarios examined, highlighting the timings of TLS handshakes in relation
to the entire OIDC time. When network latencies increase between scenarios,
we can see distinct behavior. Post-quantum algorithms benefit from low laten-
cies, achieving similar (or even greater) performance than classical algorithms.
When considerable latencies are present (140ms, 225ms, and 320ms scenarios),
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and ECDSA perform better. The increased size of PQC algorithms has

a severe impact on network performance, frequently requiring additional round
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igure 6 depicts a new perspective on TLS costs. It displays the average TLS

handshake time in relation to the average total time, allowing us to compare
the PQC and conventional algorithms. The ratio for Falcon and Dilithium is
approximately 50% on the 140ms, 225ms and 320ms scenarios. This finding
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implies that enhancing TLS handshake may result in improved OIDC overall
performance.

Finally, Table 4 compares the costs in terms of bytes of the 22 TLS hand-
shakes (KEX and Authentication) to the application payloads (including HTML,
CSS, and JS content, as well as JWT and JWK sizes). It is evident that the
larger application size sizes (about 1 MB) contribute to obfuscating the distinc-
tions between PQC instances (with different parameter sets). On the other hand,
when these costs are compared to the traditional techniques, the slowdowns are
considerably more visible, as seen in Fig. 5. This is an interesting finding: despite
increasing security parameters, the cost did not rise considerably enough to cause
performance issues (from 1 to 5). However, our SPHINCS+ instances excessively
increased the sizes, which explains the longer timings (Fig. 5). This suggests that
SPHINCS+ should not be the first option for all TLS components (e.g., OCSP
Stappling, SCT Logs) or TLS-dependent protocols (e.g. OAuth 2, OIDC) due
to the signature size.

Table 4. TLS cost versus OIDC cost, measured in bytes.

Algorithm TLS Hand. | OIDC | Ratio
ECDHE/ECDSA 48158 1017405 | 0.0473
ECDHE/RSA2048 86570 1019903 | 0.0848
Kyber512/Dilithium?2 470690 1043463 | 0.4510
Kyber512/Dilithium3 628144 1056528 | 0.5945
Kyber512/Dilithiumb 842270 1072090 | 0.7856
Kyber512/Falcon512 209374 1025579 | 0.2041
Kyber512/Falcon1024 349690 1034530 | 0.3380
Kyber512/SPHINCS+128 | 2321638 1857118 | 1.2501
Kyber512/SPHINCS+192 | 4777124 2182244 | 2.1891
Kyber512/SPHINCS+256 | 7014590 2314753 | 3.0304

6 Conclusion and Future Works

Experimenting with PQC in protocols such as OIDC demonstrates the costs and
consequences of its adoption. In this paper, we assess a Quantum-safe implemen-
tation of OIDC with realistic scenarios, including the use of PQC signatures in
JWT tokens and post-quantum TLS as the underlying security protocol.

In our study of a realistic scenario, we demonstrated that the quantity and
complexity of requests to use OIDC exceeds the three-party handshake estab-
lished in OAuth 2.0. Nonetheless, we successfully incorporated PQC into the
proposed OIDC study case, and the experiments demonstrated that the network
has a considerable impact on performance. Our PQC implementation in lower
latencies has demonstrated competitive performance against RSA and ECDSA.
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Consequently, our empirical evaluation has demonstrated that PQC algorithms
do not decrease OIDC performance in such scenarios. However, when latency
increases, we discovered substantial performance issues, primarily owing to the
increased size of PQC objects exchanged between the parties involved. Surpris-
ingly, we found no significant variations in performance between PQC algorithms
of varying security levels when comparing conventional to PQC methods.

We discovered that the TLS cost in OIDC constitutes a considerable portion
of the costs, both in terms of time and size, particularly when network latencies
are greater. Since we simulated actual setups (e.g., SCTs and OCSP Stappling
in certificates), we conclude that our findings provide an upper bound on TLS
costs when evaluating it as a drop-in replacement for PQC in OIDC.

The scope of this work allows for several other areas of research to be pur-
sued in the future. For example, we examine a PQC-only deployment, but
another option may be hybrid PQC, which employs both PQC and classical
algorithms. Using hybrids in OIDC would necessitate their deployment in TLS
and JWT, the latter of which will almost certainly encounter compatibility chal-
lenges due to its list of authorized methods. Furthermore, certain techniques,
such as KEMTLS [29], try to reduce the TLS costs of PQC. If TLS costs are
reduced, performance benefits in PQ-OIDC can be expected.
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