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Definition

Identity is commonly understood as a relation of uniqueness between two entities [1]
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SSI History

• 1690 - John Locke’s “The Second Treatise of Government”
• “sovereignty resides in the people”

• 1859 - John S. Mill’s “On Liberty”
• “Over himself, over his body and mind, the individual is sovereign”

• 2012 - Devon Loffreto’s blog post [2]
• The first widely accepted [3–5] link between “sovereignty” and “digital identity”

• 2016 - Cristopher Allen’s blog post “the path to self-sovereign identity” [3]
• Ten principles of SSI
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Allen’s Ten Principles of SSI [3]

1. Existence: Users must have an independent existence (from the digital world)

2. Control: Users must control their identities

3. Access: Users must have access to their own data

4. Transparency: Systems and algorithms must be transparent

5. Persistence: Identities must be long-lived

6. Portability: Information and services about identity must be transportable

7. Interoperability: Identities should be as widely usable as possible

8. Consent: Users must agree to the use of their identity

9. Minimalization: Disclosure of claims must be minimized

10. Protection: The rights of users must be protected
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What SSI is Not

“In essence it [SSI] is an identity management system which allows individuals to fully
own and manage their digital identity.” [8]

• It is not a system.

“The concept [SSI] is that one simply exists, therefore one has a digital identity. The
identity is then built, managed and used by the owner of the identity.” [7]

• Only one identity?
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What SSI is Not

• A system

• Identity + blockchain

• Anonymous credentials [20]

• W3C’s DID and VC standards [21, 22]

• Decentralized Identity (DI)
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SSI vs DI

SSI

DI
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...

DI

• Goal: eliminate authority

• Creation vs Control

SSI

• Goal:
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What SSI is

An identity model ...
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What SSI is

An identity model yet to be precisely defined
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An identity model whose participants are autonomous



12/13

Readings

• In Search of Self-Sovereign Identity Leveraging Blockchain Technology [23]

• Schutte’s Critique of the Self-Sovereign Identity Principles [18]

• A Critique of Immunity Passports and W3C Decentralized Identifiers [24]

• ...

• Self-Sovereign Identity: A Systematic Map and Review [19]
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Questions?

Thank you for your attention.

frede.sch@gmail.com
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