|ldentidade em Movimento: Relato do
Internet Identity Workshop

Frederico Schardong



Sobre o IIW

e FEvento semestral iniciou em 2005;
e Formato unconference;

e Proceedings publicos desde 2008;

o https://internetidentityworkshop.com/
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IIW 41 Fall 2025

e 284 participantes
o Desenvolvedores de grandes e pequenas empresas;
Consultores;
Reguladores;
Vendedores;
Pesquisadores;
o Médicos; ONU; congressistas; outros.

e 149 sessoes
e (Caotico!
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Apresentacao

Internet Identity Workshop [IWXLI #412025B

Building a National-Scale |dP

Shortcomings of OIDC

::: BRENDON VICENTE R. SILVA
gTTuTO ‘[ FREDERICO SCHARDONG, PhD
UOFsc RICARDO F. CUSTODIO, PhD
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Apresentacao

PROBLEM STATEMENT #1

Where Standards Fall Short #1

- Standards! define two kinds of Level of Assurance (LoA):
o Identity Assurance Level (IAL): strength of identity proofing during registration;
o Authenticator Assurance Level (AAL): reflects the authentication process.

- OIDC Core exposes only one mechanism to represent the level of assurance;
o The Authentication Context Reference (acr) claim.

NIST SP 800-63-3: Digital Identity Guidelines
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Apresentacao

PROBLEM STATEMENT #2

Authentication Methods
References

- Authentication Methods References (amr)...

- A claim defined in OIDC to indicate the authentication

factors employed by the user.

- Purely enumerative, with no semantics.
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Apresentacao

PROBLEM STATEMENT #2

Authentication Methods
References

- Contextual information is lost:
Which Identity Provider validated each factor?

What is the LoA associated with each method?

When was each factor validated?

O

(o]

o)

(s}

Which password policy was used?
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Apresentacao

e Apenas 3 pessoas participaram!
o 1 membro da OpenlD Foundation + 1 desenvolvedor da AuthO + 1 estudante;
o Provavelmente a apresentagdo com mais contribuicbes que ja fiz;
o Feedback construtivo, positivo e encorajador para criar uma norma técnica;



Outras apresentacoes

e GID Agéntica:
o “OAuth for MCP”, “KYAPAY - A Protocol for Agent Identity and Commerce”, “My Private Al

thl 13

Agent as Authorization Server”, “Building trustworthy Al / MCP ecosystem?”, ...;
e State Endorsed Digital Identity (SEDI);
e Identity of Commons -> MyTerms:
o |EEE P7012: Machine Readable Personal Privacy Terms;

e Tools for Traps -> HumanOS:

o ldentidade digital € constantemente criada e observada;
o Metaforas com armadilhas e exploragao espacial...



Futuro

e [IWLATAM;
o SBGID + [IW?



Obrigado!



